An Al Explained Data-Driven Framework for Electricity Theft
Detection with Optimized and Active Machine Learning

Nadeem Javaid®*!, Muhammad Hasnain® and Muhammad Ammar®

@ComSens Lab, International Graduate School of Artificial Intelligence, National Yunlin University of Science and Technology, Douliu, Yunlin

64002, Taiwan

ARTICLE INFO

Keywords:

Electricity Theft Detection

Stochastic Gradient Descent

Cuckoo Search Optimization

Active Machine Learning

Explainable Artificial Intelligence
Local Interpretable Model-agnostic Ex-
planations

Shapley Additive Explanations

ABSTRACT

Electricity theft is a major problem that causes significant financial losses and inefficient power
distribution. Effective theft detection systems play a critical role in detecting fraudulent consumption
patterns. However, the performance and generalization of traditional theft detection systems are
hindered by issues such as class imbalance, lack of labeled data, suboptimal hyperparameter tuning,
and limited model interpretability. To overcome these issues, we propose a novel framework that
combines active learning and metaheuristic optimization to enhance theft detection performance.
Initially, the proposed framework addresses the data imbalance in the State Grid Corporation
of China dataset by employing localized randomized affine shadow sampling. Next, two models
are proposed to increase classification accuracy: Active Stochastic Gradient Descent (ASGD) and
Cuckoo Stochastic Gradient Descent (CSGD). The ASGD uses entropy-based active learning to
prioritize informative samples, whereas CSGD incorporates cuckoo search optimization to improve
parameter tuning. The proposed ASGD and CSGD models show significant improvements of 36.67%
and 35%, respectively, over the baseline SGD in accuracy, demonstrating enhanced performance in
electricity theft detection. The experimental results demonstrate that ASGD and CSGD outperform
state-of-the-art models with an improvement score of 6.57% and 7.89% in accuracy, 7.89% and
9.21% in F1-score, and 7.14% and 8.33% in the precision-recall area under the curve. Furthermore,
the results of the proposed models are validated using a 10-fold cross-validation technique to
ensure their reliability. Additionally, the statistical significance of ASGD and CSGD is confirmed
using a t-test. Finally, two explainable artificial intelligence methods: local interpretable model-
agnostic explanations and Shapley additive explanations, are employed to uncover the interpretability
and explainability of the proposed models’ predictions. The proposed framework is useful for
detecting electricity consumption anomalies as it enhances both classification performance and model
interpretability, ensuring more reliable predictions.

1. Introduction

sophistication of techniques used by energy thieves. How-
ever, a new concept of Advanced Metering Infrastructure

Electricity theft (ET) is a pervasive issue that signifi-
cantly affects the reliability and sustainability of smart grids
globally. It leads to massive financial losses for power com-
panies, disrupts energy distribution, and creates operational
challenges [1]. In developing nations such as India and
Pakistan, where infrastructure may be deficient, the extent
of ET can reach alarming levels, potentially accounting for
up to 20% of the total energy generated [2]. This not only
results in substantial financial implications but also causes
grid instability, increased system congestion, and a decline
in service quality for legitimate customers [3].

Traditional methods of detecting ET predominantly rely
on hardware-based solutions such as smart meters and
sensors [4, 5]. These methods, while effective to some
extent, have notable limitations including high installation
and maintenance costs, slow response times to evolving
fraudulent tactics, and limited scalability [6]. In addition,
these systems often fail to adapt to new theft techniques
and are incapable of handling the increasing complex-
ity of electricity consumption patterns. Furthermore, those
structures frequently lose their ability to scale and adapt,
which makes them less capable of handling the variety and
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(AMI) has been introduced in smart grids [7, 8]. Moreover,
the data generated from these traditional systems is often
unbalanced, with a disproportionate number of honest cases
compared to fraudulent ones, making the detection process
unreliable and inefficient. Figure 1 illustrates the compre-
hensive smart grid architecture, encompassing transmission
lines, distribution systems, factories, smart homes, nuclear
power, hydropower, offices, solar power, Electric Vehicles
(EVs), and wind power, all integrated to optimize energy
distribution and management.

Recent advances in Machine Learning (ML) and Ar-
tificial Intelligence (AI) offer promising solutions to the
challenges posed by ET. However, the current ML models
used for ET Detection (ETD) still face significant hurdles,
particularly high class imbalance, limited labeled datasets,
and difficulty in selecting optimal hyperparameters. Ad-
ditionally, many existing models lack interpretability and
explainability, which are crucial factors for their acceptance
in practical applications, especially in sensitive fields like
ETD. This absence of transparency in model decisions
leads to a lack of trust and adoption by utilities and other
stakeholders who require explainable outcomes.

In this study, we propose a novel solution to improve
ETD through an Active Learning (AL) and optimization-
based ML framework. Our method combines advanced AL
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Figure 1: A generic topology of a Smart grid for electric supply

and optimization with Explainable Al (XAI) techniques to
enhance both the accuracy and efficiency of ETD systems.
The primary goal of this approach is to address the short-
comings of traditional systems by providing scalable, cost-
effective, and interpretable solutions. We demonstrate how
the proposed framework outperforms existing approaches,
offering improved performance metrics and greater adapt-
ability to real-world challenges, thus contributing to the
effective management of ET in modern smart grids. A list
of abbreviations and symbols is provided in Table 1.

1.1. Research Gaps and Contributions

The application of ML classifiers for ETD has made sig-
nificant advancements in the smart grid domain. However,
there are still several research gaps, including the high-class
imbalance, poor learning performance, lack of interpretabil-
ity and explainability, insufficient model generalization, and
statistical significance with existing methods. To address
these gaps, this paper proposes a data-driven Al-explained
framework that integrates key advancements in ETD.

1.1.1. Addressing Class Imbalance in Imbalanced
Dataset using Localized Randomized Affine
Shadow Sampling

Conventional ML classifiers often suffer from biased
learning when fraudulent cases are less common than nor-
mal ones, which leads to limited detection performance.
The utilization of numerous cutting-edge data balancing
techniques in existing research often results in overfitting
issues or information loss, which presents significant re-
search challenges [9, 10]. These techniques’ static working
makes them less applicable in real-world scenarios because
they are incapable of adapting to changing ET patterns’
behaviour.

In this study, the highly imbalanced State Grid Cor-
poration of China (SGCC) dataset is oversampled using
the Localized Randomized Affine Shadow sampling (Lo-
RAS) technique. This method generates synthetic fraudu-
lent samples within the distributional boundaries of fraud-
ulent consumers, mimicking real ET behaviors. The goal is
to mitigate the class imbalance problem, reduce bias, and
preserve meaningful variation in electricity consumption.
This method is detailed in Section 4.1 (Data Balancing
Performance Analysis), where its effectiveness in mitigating
class imbalance is analyzed and compared.



Table 1

List of abbreviations and symbols with their descriptions

Abbreviation Description Symbol Symbol Description
AEs AutoEncoders b Bias parameter of the model
AL Active Learning B Step size scaling factor in Lévy flight
AMI Advanced Metering Infrastructure fc) =z Mapping function for class c,
ASGD Active Stochastic Gradient Descent H(x) Entropy of the predicted class distribution for
sample x
CS Cuckoo Search L(A) Lévy flight distribution parameterized by 1
CSGD Cuckoo Stochastic Gradient Descent L(y, ) Log-loss function measuring prediction error
ET Electricity Theft M(x) Margin between the top two predicted class
probabilities.
ETD Electricity Theft Detection N Total number of instances or cuckoo nests
FN False Negative n Learning rate used in SGD
FP False Positive P(x) Probability distribution over all classes for
sample x
K-FCV K-Fold Cross-Validation T Maximum number of iterations for
optimization
LIME Local Interpretable Model-agnostic X Training data (features)
Explanations
LoRAS Localized Randomized Affine Shadow X; Current solution (nest) i in Cuckoo Search
sampling
ML Machine Learning X7V Newly generated solution (nest) i using
Lévy flight
NTLs Non-Technical Losses X7V Newly generated solution (nest) i using
Lévy flight
PR-AUC Precision-Recall Area Under the Curve Xeyn Synthetic sample generated using
interpolation
ROC-AUC Receiver Operating Characteristics Area y True labels for the training data
Under the Curve
SG Smart Grids b Predicted probability for a sample
SGD Stochastic Gradient Descent Lévy parameter for generating Lévy flight or
regularization hyperparameter
SHAP SHapley Additive exPlanations o(z) Sigmoid activation function defined as
o) = 7
TN True Negative 0 Weight parameters of the model
TP True Positive [1e1, L,-norm of the weight vector 6, used for
regularization

1.1.2.

Improving Learning Performance for Electricity

Theft Detection with Active Stochastic Gradient
Descent and Cuckoo Stochastic Gradient

Descent

In recent years, the majority of existing approaches
have heavily depended on traditional ML classifiers that
often struggle to capture complex, non-linear relationships
in high-dimensional electricity consumption data [9, 11,
12, 13, 14]. These classifiers’ inability to use AL methods

results in ineffective ETD as training neglects the most
informative cases. Additionally, the majority of existing
research produces undesirable model output because it lacks
efficient optimization techniques for hyperparameter muta-
tion, leading to ineffective exploration when dealing with
high-dimensional data and struggles with early convergence

[15, 16].




However, in this study, two new models named Active
Stochastic Gradient Descent (ASGD) and Cuckoo Stochas-
tic Gradient Descent (CSGD) are proposed to improve ETD
efficiency. The ASGD, used in conjunction with entropy-
based AL, iteratively identifies the most informative in-
stances from the dataset to enhance model training. On
the other hand, the CSGD optimizes the base Stochastic
Gradient Descent (SGD) by incorporating Cuckoo Search
(CS), which improves both exploration and convergence,
ultimately resulting in better classification accuracy and
parameter optimization. This contribution is addressed in
Sections 4.2 and 4.3 (Justification for Benchmark and Pro-
posed Models and Comparative Analysis of ASGD and
CSGD with Benchmark Models). These sections detail the
justification for the proposed ASGD and CSGD models,
focusing on their improved performance over benchmark
models and their ability to handle imbalanced datasets and
improve learning outcomes in ETD.

1.1.3. Ensuring Models’ Generalization Across
Different Subsets of Data with 10-Fold
Cross-Validation

Another significant gap in current approaches is the lack
of comprehensive testing to evaluate the model’s generaliza-
tion across different subsets of data. This limitation restricts
the generalization of the results. Validation across different
dataset subsets is essential to ensure the robustness and
applicability of the model in real-world scenarios and to
assess its stability under various conditions.

To overcome this, we evaluate the performance of the
proposed models and ensure their generalizability with
the 10-Fold Cross-Validation (10-FCV) technique. This
guarantees that the outcomes of the proposed models are
not overfitted and can be reliably applied to unseen data.
This contribution is covered in Section 4.7 (10-Fold Cross-
Validation of Proposed ASGD and CSGD Models). It high-
lights the application of the 10-FCV technique to assess
the generalization and robustness of the ASGD and CSGD
models, ensuring their reliability in various data subsets.

1.1.4. Statistical Validation of Models’ Performance
through Paired t-Test Analysis

Although the model’s performance is evaluated using
various metrics, the lack of comprehensive statistical signif-
icance testing prevents a rigorous assessment of whether the
observed improvements are statistically significant or due to
random chance.

Furthermore, a statistical t-test is conducted to confirm
the significance of the performance improvements achieved
by ASGD and CSGD, ensuring that the observed differences
in performance are not due to random chance. This contri-
bution is addressed in Section 4.8 (Statistical Validation of
ASGD and CSGD Performance Enhancements via Paired
t-Test Analysis), where a statistical t-test is conducted to
validate that the performance improvements achieved by the
ASGD and CSGD models are statistically significant and
not due to random chance.

1.1.5. Enhancing Models’ Interpretability and
Explainability with Local Interpretable
Model-agnostic Explanations and Shapley
Additive Explanations

Finally, the fundamental research gap is the lack of
XAI techniques in existing ETD systems. It is challenging
for electricity companies to determine which consumer is
detected as a possible fraud case because most detection
models operate like black-boxes. For ML-based detection
systems to become trusted by consumers and utilized in real-
world environments, they must be interpretable.

However, interpretability and explainability are essential
for ML-based detection systems to gain consumer confi-
dence and be applied in real-world environments. How-
ever, in terms of interpretability and explainability, the
framework incorporates advanced XAI techniques. Local
Interpretable Model-agnostic Explanations (LIME) is used
for interpretability, allowing us to examine how different
features of the SGCC dataset influence the predictions of
the ASGD and CSGD models locally with instance-level
interpretations. In contrast, Shapley Additive Explanations
(SHAP) globally provide deeper insights into feature rele-
vance and the decision-making process of the models on the
entire dataset. These contributions are discussed in Sections
4.9, 4.10, and 4.11 (LIME: Enhancing Interpretability of
ASGD and CSGD Proposed Models, SHAP: Enhancing
Explainability of ASGD and CSGD Proposed Models, and
Critical Analysis of LIME and SHAP). These sections
focus on the integration of LIME and SHAP techniques to
provide interpretability and explainability to the ASGD and
CSGD models, allowing stakeholders to better understand
the decision-making process behind the models’ predic-
tions.

Conclusively, the implications of the Al-explained data-
driven framework that integrates the ML algorithms ASGD
and CSGD with XAI approaches (LIME and SHAP) have
been thoroughly discussed in this study. The framework
addresses critical challenges in ETD, including a lack of
labeled data, class imbalance, and the difficulty in under-
standing the model’s predictions. The proposed framework
improves the accuracy and integrity of detecting fraudulent
consumption patterns while ensuring that the decision-
making process of the models is transparent, utilizing data-
driven optimization and AL. This approach is particularly
useful in overcoming the issues posed by the scarcity
of labeled data and imbalanced datasets. The integration
of XAI techniques such as LIME and SHAP allows for
greater interpretability and explainability of the predictions
made by the models. Overall, the proposed framework
significantly enhances fraud detection accuracy, optimizes
training parameters, and provides generalizability, explain-
ability, and statistical significance. Moreover, the system
is designed to be applicable in real-world environments,
contributing to the practical application of ETD in modern
smart grids.



2. Related Work

The related work section examines previous research
and methodologies relevant to the proposed study, with a
focus on advancements, challenges, and knowledge gaps in
ETD. It is organized following the three general themes
that entail the use of ML and DL in ETD, which brings
into the center of attention in the development of these
techniques and their usefulness in detecting fraudulent con-
sumption, the use of optimization techniques on the model
accuracy and efficiency, and the effects of AL in data effi-
ciency, especially in the use of limited labeled datasets. This
evaluation includes some thoughts about the strengths and
limitations of existing methodologies and presents impor-
tant areas where the work should be further developed.

2.1. Machine Learning and Deep Learning:
Advancements in Electricity Theft Detection

In [9], the authors proposed ML-based techniques for
ETD, employing the Synthetic Minority Over-sampling
Technique-Tomeklinks (SMOTE-Tomek) to address class
imbalance and ensure a more balanced dataset. They also
used the feature extraction and scalable hypothesis (clean)
algorithm to extract the most relevant features. The Cat
Boosting (CB) algorithm was applied to determine whether
a consumer is involved in theft. While the proposed model
outperformed existing models with an accuracy of 93% and
a detection rate of 92%, the limitation lies in its reliance
on the SMOTE-Tomek technique, which may introduce
synthetic noise that could affect the model’s generalizability
to real-world datasets.

Authors in [10] proposed an ensemble ML model that
integrates multiple techniques into a single predictive model
to reduce variance and bias. Their model, which combines
Extreme Boosting (EB), Light Boosting (LB), Adaptive
Boosting (AB), Random Forest (RF), CB, and Extra Trees
(ET) algorithms, showed promising performance, with RF
and ET achieving the highest Receiver Operating Char-
acteristics Area Under the Curve (ROC-AUC) of 0.90.
The ensemble model also outperformed others in terms of
detection rates. However, the model’s reliance on techniques
like SMOTE and NearMiss undersampling to address class
imbalance may lead to overfitting or an inaccurate repre-
sentation of minority class samples in certain scenarios,
particularly when applied to highly dynamic or evolving
theft patterns.

The integration of advanced ML techniques into ETD
and load forecasting has become a focal point in modern
energy systems. In [11], the authors emphasized the use
of models such as Decision Trees (DT), Support Vector
Machine (SVM), K-Nearest Neighbors (KNN), and Logistic
Regression (LR) for ETD, considering transformer relia-
bility and supply interruptions. The study also highlights
the potential direct impact of transformer failures on power
revenue and the accuracy of theft detection. However, this
method’s dependence on aggregated time-series data means
that it is unlikely to be sensitive to real-time fraud activity or

individual consumer behavior, which could influence some
detections.

An integrated model (DT, KNN, and SVM) was pro-
posed by the authors in [13] to enhance the ETD. One-
dimensional Wasserstein Generative Adversarial Networks
(1D-WGAN) produced more authentic theft data, while the
Kernel Fuzzy C-Means (KFCM) feature selection served as
the model’s foundation. Although the KFCM method, on
which the model is built, may be sensitive to noisy and
outlier data, this is the model’s primary potential limitation.
Additionally, fake data and resulting abnormal patterns
could be produced by WGANS, which are then exploited
to provide an inaccurate depiction of actual fraud activity.

The authors used a combination of Euclidean Convolu-
tional Neural Networks (ECNN) and Graph Convolutional
Networks (GCNN) to perform ETD with constraints on the
basics used in [17]. GCNN resorts to graph convolutions to
depict periodicity and time dependencies, whereas ECNN
extracts hidden data characteristics. The hybrid model per-
formed better when compared to the state-of-the-art mod-
els in ETD according to ROC-AUC and Mean Absolute
Percentage Error (MAPE). Although it is effective, the
limitation of this method is the complexity of a hybrid
model, resulting in significantly problematic high costs
in computation and increased processing time, especially
where it is used with large data or real-time detection.

The authors in [18] proposed a Deep CNN (DCNN)
model for efficient ETD in smart grids, analyzing consump-
tion data from over 42,000 consumers over 24 months.
The model implemented a random under-bagging strategy
to handle imbalanced data and applied DCNNs on each
subset. The model achieved an accuracy of 89%, but a key
limitation is the random under-bagging strategy, which may
not fully address the class imbalance, leading to underfitting
in cases where fraudulent data is extremely sparse. Addi-
tionally, the model’s performance in terms of precision and
recall could be further improved to reduce False Positives
(FP) and False Negatives (FN) in fraud detection.

2.2. Optimization Techniques: Improving Model
Accuracy in Electricity Theft Detection
Tuning the Hyperparameters

In [15], the authors proposed a Deep Neural Network

(DNN) method for ETD using both frequency and tempo-

ral features. They applied Principal Component Analysis

(PCA) and the Minimal Redundancy Maximum Relevance

(MRMR) method for feature validation, and employed a

Bayesian Optimization (BO) for hyperparameter tuning.

The method achieved a 97% ROC-AUC and 91.8% ac-

curacy, outperforming existing studies. However, the use

of PCA may discard relevant information, affecting model

interpretability and performance. Moreover, BO increases

computational complexity, especially with large datasets.
In [16], the authors proposed an attention-based One-

Dimensional CNN-Gated Recurrent Unit (1D-CNN-GRU)

model optimized with Particle Swarm Optimization (PSO)



to enhance convergence and training efficiency for time-
series forecasting. The model achieved high forecasting
accuracy and used SHAP to improve transparency and
interpretability. Federated Learning (FL) was employed to
maintain data privacy by decentralizing model training.
However, the integration of FL introduces challenges such
as communication overhead and synchronization issues.
Additionally, PSO, while efficient, can be computationally
expensive for large datasets with numerous parameters.

In [19], the authors analyze hybrid load forecasting
models, highlighting the role of intelligent systems such as
DL and digital twins in optimizing power grid operations.
They discuss the impact of factors like weather, economic
status, and consumer behavior on forecasting accuracy,
advocating for hybrid models to improve prediction relia-
bility. Although the method has the advantage of increasing
forecast accuracy, it has several drawbacks, including the
difficulty of incorporating a large number of variables,
which could increase computational costs and reduce model
representation. Furthermore, when dealing with mixed and
adaptive datasets, the use of hybrid models is linked to
overfitting.

The authors in [20] provided a hybrid model, which
was the combination of the Quantum Particle Swarm Op-
timization (QPSO) with Recurrent Neural Networks (RNN)
to perform the load demand forecasting. The model utilized
the QPSO algorithm to optimize RNN hyperparameters,
where improved results were achieved in the forecasting
performance of the educational buildings. Although the
method showed considerable performance improvement,
the limitation of the method is that QPSO is computationally
intense, thus not ideal in situations where the information
size is huge. Moreover, the dependence of the model on
RNN can experience the problem of a vanishing gradient,
and a lack of factors besides the occupancy and weather,
data, which can be used to adjust the model, decreases its
flexibility.

The authors in [21] enacted an Interpretable Generalized
Additive Neural Network (IGANN) to be used in ETD
computing on intelligent grids through well-balanced data
and the efficient implementation of smart city grids. This
approach integrates Reduced Noise (RN) with Synthetic Mi-
nority Oversampling Technique (SMOTE) data balancing,
Reverse Lognormal Kalman Filter (RLKF) data preprocess-
ing, and Multi-dimensional Spectral Graph Wavelet Trans-
form (MSGVT) feature extraction capabilities. The IGANN
model can be trained through the Secretary Bird Optimiza-
tion Algorithm (SBOA) and can obtain an accuracy of 99%,
which is better than the current method in terms of accuracy
and recall. However, this strategy’s weakness is that it relies
on past data, which may not provide an accurate depiction of
dynamic theft patterns. Also, the use of several techniques
in the problem, along with SBOA optimization, makes them
computationally complex and thus cannot be applied in real-
time systems.

In [22], the authors proposed the Chaotic Harris Hawks
Optimization (CHHO) algorithm for optimizing EV charg-
ing scheduling. The CHHO algorithm incorporates chaotic
mapping to enhance exploration, improving the scheduling
of EV charging and minimizing waiting times, travel costs,
and energy usage. The model showed superior performance
in terms of cost efficiency and charging time. However, a
limitation of this method is its computational complexity,
particularly when applied to large-scale EV fleets and charg-
ing stations. Additionally, while CHHO improves conver-
gence speed, it still faces challenges in handling real-time
dynamic conditions in large networks.

2.3. Active Learning Techniques: Improving Theft
Detection Models’ Efficiency Annotating the
Datasets

In [12], the authors address the significant impact of
ET on energy providers and smart grids, leading to both
financial and non-technical losses. The study utilizes an
energy dataset from the Open Energy Data Initiative, ap-
plying various ML techniques such as eXtreme Gradient
Boosting (XGBoost), RF with AL, KNN with AL, Gradient
Boosting (GB) with AL, DT with AL, and Boosting AL
(BoostAL). The models were further improved with CB and
Light Gradient Boosting Machines (LightGBM) classifiers.
The proposed RF with AL model outperformed competing
models, achieving improved accuracy. However, a limitation
of this approach lies in the reliance on historical data, which
cannot adequately account for evolving theft patterns. Ad-
ditionally, the computational cost of applying multiple AL
techniques can increase the training time and complexity.

In [14], the authors highlight the growing complexity
of computer codes used in engineering problems, where
calculating the probability of failure often requires time-
consuming computations. The paper proposes an iterative
method combining Kriging metamodels and Monte Carlo
simulation for more efficient reliability assessment. This
method, called AL-based Monte Carlo Simulation (AL-
MCS), shows high accuracy in failure probability estima-
tion with a reduced number of performance function calls.
While the method demonstrates efficiency, a limitation is
the computational cost associated with Kriging, which can
still be substantial in high-dimensional or highly non-linear
problems. Additionally, the accuracy of the results depends
on the initial sampling, which could introduce bias if not
appropriately handled.

In [23], the authors proposed an incremental learning
and AL architecture for ETD, aimed at increasing adapt-
ability while reducing labeling costs. The study introduced
a Sample Filtering Strategy based on Gray Similarity and
Kernel Functions (SFS-GSKF), which enhances the sample
selection process, mitigating redundancy in data labeling.
The proposed approach improves the model’s capacity to
learn new types of thieving behaviors by allowing for con-
tinual learning without experiencing catastrophic forgetting.
However, this approach is constrained by the complexity



Table 2
Related work on electricity theft detection

Description

Methods Used

Limitation

In [9], ML techniques used for ETD with a

Machine Learning and Deep Learning: Advancements in Electricity Theft Detection

focus on SMOTE-Tomek for class imbalance.

SMOTE-Tomek, CB

Synthetic noise from SMOTE-Tomek can
affect generalization.

In [10], an ensemble of ML techniques was
proposed to improve predictive performance.

ET

EB, LB, AB, RF, CB,

Reliance on SMOTE and NearMiss
undersampling can lead to overfitting.

were used for ETD.

In [11], ML models like DT, SVM, KNN, and LR

DT, SVM, KNN, LR

Limited to aggregated time-series data,
unsuitable for real-time fraud detection.

In [13], an integrated model combining
1D-WGAN and KFCM was proposed for ETD.

1D-WGAN, KFCM

KFCM are sensitive to noise and outliers;
potential issues with generated fake data.

In [17], a hybrid model integrating ECNN and
GCNN was proposed to improve ETD.

In [18], DCNN was used to improve ETD by

ECNN, GCNN

High computational cost and complexity when
used in large data or real-time systems.

analyzing consumption data from over 42,000
consumers.

DCNN, Random
Under-Bagging

Random under-bagging may not fully address
class imbalance, leading to underfitting in
sparse fraudulent data.

Optimization Techniques: Improving Model Accuracy in Electricity Theft Detection Tuning the Hyperparameters

In [15], a DNN-based method with PCA and
MRMR was proposed for ETD, optimizing
model performance.

DNN, PCA, MRMR,
BO

PCA may discard important data, reducing
interpretability; BO increases computational
complexity.

In [16], PSO-optimized CNN-GRU was
proposed for forecasting with SHAP for
interpretability.

In [19], hybrid models integrating DL and

PSO, CNN-GRU,
SHAP, FL

PSO are computationally expensive for large
datasets; FL introduces overhead and
synchronization challenges.

digital twins for load forecasting were
proposed.

DL, Digital Twins

Difficulty in incorporating a large number of
variables; potential for overfitting with mixed
and adaptive datasets.

In [20], a hybrid model using QPSO with RNN
was proposed for load forecasting.

In [21], IGANN was proposed for ETD with

QPSO, RNN

QPSO are computationally intensive; RNN
faces the vanishing gradient problem.

SBOA optimization, achieving high accuracy.

IGANN, SBOA,
RN-SMOTE, RLKF

Relies on past data; SBOA optimization
increases computational complexity.

In [22], the authors proposed the CHHO
algorithm for optimizing EV charging
scheduling.

CHHO

Computational complexity, difficulty handling
real-time dynamic conditions in large
networks.

Active Learning Techniques: Improvin

g Theft Detection Models’ Efficiency Annotating the Datasets

In [12], the study applied AL to enhance ETD
using multiple ML classifiers.

In [14], the method combines Kriging

XGBoost, (RF, KNN,
GB, DT, and Boost

with AL)

Relies on historical data; computational cost
increases with multiple AL techniques.

metamodels and Monte Carlo simulation for
efficient reliability assessment.

Kriging Metamodels,

MCS

Kriging are computationally costly in
high-dimensional problems; initial sampling
introduces bias.

In [23], an incremental learning and AL
architecture for ETD with a Sample Filtering

Strategy was proposed.

Incremental
Learning, AL,
SFS-GSKF

Computationally demanding sample filtering;
biased performance depending on initial
sampling data.

In [6], DSAN and CSAL were used for
adapting models to new regions with different
electricity consumption characteristics.

In [24], an DAL method combining CNN with

DSAN, CSAL

Relies on initial checks; large model
adjustments required for dynamic adaptation.

Monte Carlo dropout-based Bayesian active
query was proposed.

CNN, Monte Carlo
Dropout, Bayesian

Active Query

Selection

Ineffective in classes with high imbalances;
computational complexity at a large scale.
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of the sample filtering mechanism, which could be com-
putationally demanding when dealing with large amounts
of data. Additionally, the model may be biased because its
performance may depend on whether the original sampling
data was labeled.

The authors mention in [6] the issue of the decreased
performance of data-driven detection models in the case of
new regions in which the characteristics of the electricity
consumption are different. The paper suggests the idea of
using two stages, in which in Stage 1, a Deep Subdomain
Adaptation Network (DSAN) is used to align the features of
electricity consumption between different regions. In Stage
2, Core-Set Active Learning (CSAL) will identify samples
that represent good choices to fine-tune the model with
a minimum amount of resources. When the approach is
efficient to adjust to new areas and enhance the rate of
detection, its limitation is that this method is dependent
on the availability of initial checks, which is not always
possible in isolated areas. Also, the amount required to
model the adjustment to adapt the model to regions may be
huge when it comes to large implementations.

In [24], the authors discuss the expenses of manual
labelling of a large amount of data in ETD. Their strategy is
an intelligent Deep Active Learning (DAL), merging CNN
with Monte Carlo dropout-based Bayesian active query,
which is a data-driven, cost-efficient ETD solution. This
strategy is highly effective in the sense that it will only pro-
vide useful training instances, maximizing the cost benefits:
labeling costs will be decreased without a corresponding
loss in model reliability. One limitation of the approach is
that it works based on active query selection, which can be
ineffective in classes with high imbalances. There may also
be increased computational complexity that appears upon
large scaling.

Despite the promising outcomes of traditional ML, DL,
optimization, and AL methods in ETD, several challenges
remain, including overfitting, data imbalance, high com-
putational costs, and the need for effective hyperparame-
ter optimization. These issues highlight the necessity for
more resilient and adaptable models that can handle diverse
datasets and real-world scenarios. Further research is re-
quired to develop models that are not only more efficient
but also generalizable across various conditions, ensuring
scalability and reliability in ETD frameworks. Addressing
these gaps will pave the way for more robust and flexible
ETD solutions. A summary of the related work is provided
in Table 2.

3. Proposed Framework for Electricity Theft
Detection

This section provides an overview of the workflow and
structure of the proposed framework. The process starts
with data collection, data preprocessing, where a mean
imputer is used to handle missing values and guarantee
data completeness, as given in Figure 2. Next, to tackle
the problem of class imbalance and biased classification,

LoRAS is employed, which creates synthetic instances
while maintaining the geometric properties of the minority
class. Later, ASGD is proposed, an AL-based model that
chooses the most informative instances for annotation to
handle unlabeled data. In contrast, we proposed CSGD,
which improves parameter optimization and convergence by
utilizing CS, as shown in Figure 3. Table 3 discusses the
methodology used in this study.

3.1. Description of State Grid Corporation of
China Dataset

In this study, data was collected from the SGCC dataset
over 2 years and 1 month, from January Ist, 2014, to January
31st, 2016, with a total of 42,372 samples recorded during
this timeframe [7, 25]. The dataset spans 1,035 days, with
measurements taken at a daily resolution. It includes 1,036
features across the collected samples described in the main
block (2) of Figure 2. The data is provided in kiloWatt-hours
(kWh), which is a common unit for energy measurement.
These details provide valuable insights into the scope and
structure of the SGCC dataset, which is particularly useful
for analyzing electricity consumption patterns and detecting
fraudulent activities within the dataset.

Figure 4 illustrates the electricity consumption (in kWh)
across various dates, specifically spanning from January
2014 to September 2016. It highlights the variation in
electricity usage, providing insights into trends over time
of Honest and Fraudulent consumers. The x-axis of the
plot represents the date, starting from January 2014 to
September 2016, with the intervals marked as January, May,
and September of each year. The y-axis shows electricity
consumption in kWh.

Figure 4a shows a relatively steady consumption pattern,
with two index readings at 6003 and 25009 that follow
a consistent, smooth trend over the observation period.
However, there is one notable exception: the consumption
index reaches 39000 at a specific point in the data, creating
a significant spike. This spike is the only fluctuation in the
dataset and stands out from the otherwise stable readings.
The reasons for this spike could be attributed to several
factors, including a temporary increase in consumption due
to external events, changes in consumer behavior, or even
a special event that caused higher-than-usual electricity
usage. After the spike at 39000, consumption returns to
a steady level, indicating that the anomaly was brief and
did not lead to lasting changes in consumption patterns. In
contrast, Figure 4b shows three main consumption values
for fraudulent consumers: 23000, 18505, and 25002. While
the general trend follows a fluctuating pattern, the most
prominent feature of the data is the presence of multiple
spikes in consumption. These spikes, particularly around the
index readings, indicate periods of unusually high electricity
usage. The spikes might suggest potential fraudulent activi-
ties, such as illegal connections, unauthorized usage, or de-
liberate manipulation of consumption records. The presence
of these spikes contrasts sharply with the relatively more
stable consumption readings observed in honest consumers,
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Figure 2: Flowchart illustrating the workflow process of the proposed framework for electricity theft detection using machine
learning, active learning, and optimization techniques. It shows the step-by-step process of data preprocessing, balancing,

preprocessing, model training, and electricity theft detection.

suggesting that fraudulent behavior is likely impacting the
data.

However, the SGCC dataset consists of electricity con-
sumption data used for detecting ET. The description of the
SGCC dataset is outlined in Table 4.

Types of Electricity Theft: The dataset includes labels
for instances of electricity consumption, classified into two
categories: there are no specific types of theft in the dataset,
only two classes:

* Honest (Class 0): Instances representing legitimate
electricity consumption.

* Fraudulent (Class 1): Instances representing elec-
tricity theft, without distinguishing between specific
types of theft.

Class Distribution and Imbalance Ratio: The class distri-
bution in the dataset is highly imbalanced, with the majority
of the instances belonging to the Honest class. Specifically,
the distribution is as follows:

Class 0 (Honest) : 38,757 instances @))

Class 1 (Fraudulent) : 3,615 instances 2)

The imbalance ratio between the two classes can be com-
puted as the ratio of the Honest instances to the Fraudulent

instances:

Class 0 instances _ 38,757
Class 1 instances 3,615

~ 10.73
3

Imbalance Ratio =

This indicates that the Honest instances outnumber the
Fraudulent instances by a factor of approximately 10.73,
which presents a significant challenge for efficient model
training.

3.2. Dataset Preprocessing

In this section, we describe the preprocessing steps
applied to the dataset to ensure its suitability for ML and
DL model training. The steps include removing unnecessary
features, handling missing values, and applying min-max
scaling to the feature set.

Removing Irrelevant Features: The feature CONS_NO
(which represents customer numbers or identifiers) is re-
moved from the dataset because it does not contribute to the
detection of ET [26]. This feature is an identifier that does
not hold any predictive value for the model. The removal
of this feature helps reduce dimensionality and prevents
potential overfitting due to irrelevant features:

X reprocessed — X \ CONS_NO “4)

p

where X is the original dataset containing all features and

Xpreprocessed 1S the dataset after removing the CONS_NO

column.
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Table 3
Research methodology

followed for this study

Technique

Purpose

Key Features

Applications

Removing
Irrelevant
Features

Removing features that do not
contribute to the model’s
predictive power, like
CONS_NO.

Eliminates noise, reduces
dimensionality, and
improves model
performance.

Feature selection, data
preprocessing.

Mean
Imputer

Handle missing values by
replacing them with the mean of
the respective feature.

Preserves central tendency,
prevents data loss.

Data preprocessing,
handling incomplete
datasets.

Min-Max
Scaling

Rescale the features to a fixed
range, usually [0, 1].

Scales features uniformly,
helps in converging faster

for gradient-based methods.

Feature scaling,
normalization, data
preprocessing.

LoRAS

Create artificial instances in the
minority class to address class
discrepancy.

Retains minority class
geometry, and avoids
overfitting.

Fraud detection, anomaly
detection.

ASGD

Enhance learning by actively
selecting high-uncertainty
instances for labeling.

Entropy-based uncertainty
sampling, efficient use of
most informative data.

Semi-supervised
learning, fraud detection.

CSGD

Combine CS optimization with
SGD for better parameter
optimization and handling

complexities.

Global and local
optimization, improved
convergence.

Non-linear optimization
problems, fraud
detection.

10-FCV

Evaluate model generalization
and performance on different
subsets of data.

Minimizes overfitting and
strikes a balance between
variation and bias.

Model evaluation, result
reliability testing.

SHAP

Evaluate each feature’s role in
the model’s prediction.

Quantitative feature
importance, global and local
interpretability.

Decision-making, feature
selection, and
transparency.

LIME

Generate local explanations for
individual predictions.

Instance-based
explanations, perturbation
analysis.

Model debugging, bias
detection, and medical
diagnosis.

Table 4
State Grid Corporation of China dataset description
Description Value
Time duration 2014/01/01 - 2016/1/31
Total samples 42372
Honest users 38757
Fraudulent users 3615
Fraudulent users percentage 8.53%
Days 1035
Time resolution 1 day
Unit kWh

Handling Missing Values: Many real-world datasets
contain missing values, which can be problematic for ML
and DL models. In this study, missing values in the dataset
are handled using mean imputation [27]. For each feature
x;, the missing values are replaced by the mean of the non-
missing values in that feature as outlined in sub block (a)
in main block (2) of Figure 2. This is done to ensure that
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the dataset remains complete without introducing biases
that could arise from removing rows with missing values.
Mathematically, for each feature x; in the dataset, the
missing value is replaced by the mean of the existing values
in that feature:

x?ew - X;
Hi

where x; is the original value of feature x;, x[*V is the

;‘i=1 x;; is the mean of feature x;
over the non-missing instances, and #; is the number of non-
missing values in feature x;.

Min-Max Scaling: After handling missing values, the
next step in preprocessing is the application of min-max
scaling. This technique is used to standardize the range of
features, making them fall within a fixed range of [0, 1].
This is crucial for ML and DL models that are sensitive to
the scale of the features [7]. Mathematically, the min-max

if x; is not missing 5)

if x; is missing

imputed value, y; = niz
i
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Figure 4: lllustration of honest and fraudulent consumers’
readings in the SGCC dataset

scaling for each feature x; is performed as follows:

scaled _ x; — min(x;)

X3 = :
! max(x;) — min(x;)

(6

where x; is the original value of feature x;, min(x;) is
the minimum value of feature x; across all instances in
the dataset, max(x;) is the maximum value of feature x;
across all instances in the dataset, and x?caled is the scaled
value of feature x;, which will lie within the range [0, 1]
mentioned in sub block (») in main block @ of Figure 2.
The min-max scaling ensures that each feature contributes
equally to the model, preventing features with larger ranges
from dominating the learning process. This is particularly
important in algorithms such as gradient descent, where
features with larger values can cause the model to converge
more slowly or unevenly.

After these preprocessing steps, the dataset is ready for
the next stages, including splitting it into feature variables
X and target variable y (FLAG), and further model training
and evaluation.
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3.3. Enhancing Data Representation in SGCC
Dataset: Solving Imbalance Issues for ETD by
LoRAS

LoRAS is an oversampling technique that creates syn-
thetic instances for the minority class while maintaining its
original distribution. The existing minority class data points
undergo random affine transformations to generate synthetic

instances, ensuring that the new data points remain within a

localized region of the original feature space. This method

preserves the geometric structure of the minority class
while introducing controlled variability to enhance model
generalization [28]. Figure 5 illustrates how LoRAS finds
the minority class instances that need to be oversampled

[29]. The method aims to generate synthetic data points

by defining a localized region surrounding each minority

class sample. To ensure that the generated instances do not
significantly alter the distribution of the original data, this
region is defined using a distance measure, such as the

Euclidean distance. The synthetic sample X; is created using

the affine transformation:

%, = Ax, +b, (7)

where X; represents an original minority class sample,
A is a random linear transformation matrix that applies
operations such as rotation, scaling, or shearing, and b is
a random translation vector. The modifications preserve
the minority class’s structural properties while introduc-
ing controlled perturbations. To prevent adding too much
variance, the newly created instances have to stay inside
a restricted area [30]. This is achieved by ensuring that
the Euclidean distance between the original and synthetic
instances satisfies the condition:

®)

IX; — x;1l, <€,

where || - ||, denotes the Euclidean norm, X; is the synthetic
sample, X; is the original minority class sample, and € > O is
a hyperparameter that defines the maximum allowable per-
turbation. Because of this constraint, the generated instances
remain sufficiently close to the original distribution while
introducing diversity. Especially with high-dimensional or
imbalanced datasets, LoRAS introduces controlled pertur-
bations into the feature space, increasing robustness and
successfully reducing overfitting given in sub block (c) in
the main block (3) of Figure 2.

In ETD, where imbalanced datasets are a frequent problem,
LoRAS is particularly effective in addressing the challenge
of theft detection in ETD, where fraudulent activities often
constitute only a small fraction of the overall dataset. Lo-
RAS improves the model’s capacity to differentiate between
honest and fraudulent consumers by producing synthetic
instances that maintain the geometric characteristics of
fraudulent instances. As a result, fraud identification be-
comes more trustworthy as detection rates rise. Comparably,
LoRAS aids in reducing class imbalance in ETD, guarantee-
ing that the model learns fraudulent consumers efficiently
without overfitting to the majority class.
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Figure 5: Working of localized randomized affine shadowsampling (LoRAS) for synthetic data generation. The functioning of
LoRAS in the proposed framework is shown in Figure 3, where it takes preprocessed SGCC dataset from the upper block and
delivers the balanced data to Model 1 (ASGD) and Model 2 (CSGD) for unbiased theft detection.

3.4. Towards Efficient Electricity Theft Detection
with Newly Proposed ASGD and CSGD

This study proposes two novel models, ASGD and
CSGD, to improve classification accuracy and enhance
ETD in the SGCC dataset. These models are designed to
refine model parameters and focus on the most informative
instances, ensuring better performance and robustness in the
learning process. By integrating metaheuristic optimization
and AL, the models prioritize informative instances and op-
timize parameters, thereby enhancing classification and ro-
bustness against noisy and imbalanced data in ETD. Unlike
conventional SGD models, the ASGD model incorporates
entropy-based AL which strategically focuses learning on
the most uncertain data points. This innovation improves
data efficiency and enhances performance in settings where
labeled data is scarce. Furthermore, the CSGD model intro-
duces a novel integration of CS metaheuristics with SGD,
enabling dynamic and global hyperparameter optimization.
This approach mitigates the sensitivity of SGD to learning
rate and ensures faster, more stable convergence in the
presence of class imbalance. These models address critical
challenges in ETD that existing techniques often overlook,
including poor generalization, optimization instability, and
limited interpretability.

3.4.1. Stochastic Gradient Descent (SGD):
Formulation and Objective

SGD is a widely used optimization technique in ML,
particularly for training models such as LR. In this context,
SGD is used to iteratively update the model parameters by
computing the gradient of the loss function with respect
to the model’s parameters, based on individual data points
or small batches. This contrasts with traditional gradient
descent, which computes the gradient over the entire dataset.
The advantage of SGD lies in its computational efficiency,
especially when dealing with large-scale datasets, as it dras-
tically reduces the computational complexity by avoiding
the need to process the entire dataset at once. Given a dataset
D = {(x;, yi)}fi \» Where x; € R? represents the feature
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vector and y; € {0,1} denotes the binary class label, the
objective of SGD is to find an optimal weight vector w
that minimizes a predefined loss function. The optimization
problem can be expressed as:

L(W)+ AR(W), )

min
w
where L£(w) represents the empirical loss function, R(w) is
the regularization term, and 4 is the regularization coeffi-
cient that controls the trade-off between model complexity
and generalization. For LR, the loss function is given by the
log-loss function:

N
£ow) = -+ Y [ylogowx) + (1 - y)log(l - 0w %)
i=1

(10)

where o(z) = = is the sigmoid activation function,
which maps the linear combination of features to a proba-
bility. In the SGD optimization process, the weight vector w
is updated iteratively using the following update rule:

witD = W — (VL (WD) + AVR(WD)) (1)

where 7 is the learning rate, and VL(w) represents the
gradient of the log-loss function with respect to the weight
vector w.

While SGD offers significant advantages in terms of
efficiency, it also faces several challenges, particularly when
applied to complex tasks such as ETD. These challenges in-
clude sensitivity to the learning rate, poor generalization on
noisy or imbalanced datasets, and optimization instability.
To address these issues, the proposed ASGD and CSGD
models build upon the principles of SGD, incorporating
novel techniques that enhance model performance and sta-
bility, especially in large, imbalanced, and noisy datasets.



3.4.2. Rationale Behind Innovation of ASGD and
CSGD

The selection of ASGD and CSGD is driven by the
unique challenges inherent in ETD, including limited la-
beled data and the need for efficient and interpretable
models. ASGD integrates entropy-based AL with SGD,
allowing the model to intelligently and iteratively select
the most uncertain data samples for labeling and training.
This not only reduces annotation effort but also improves
learning efficiency by focusing on informative instances.
This approach contrasts with conventional passive learning,
which uniformly treats all instances and wastes computa-
tional resources on less relevant data. On the other hand,
CSGD is designed to optimize the training process by inte-
grating CS with SGD. This combination enables automatic
and dynamic tuning of critical hyperparameters such as
learning rate. CS provides a powerful global optimization
mechanism that enhances convergence stability and avoids
local minima, issues often encountered with manual or grid-
based parameter tuning in stochastic optimization.

Both ASGD and CSGD extend beyond simple adapta-
tions of existing methods. They are tailored to address spe-
cific gaps identified in Section 1.1, namely, the inefficiency
of traditional SGD in imbalanced and partially labeled
datasets, and the need for robust optimization strategies.
These innovations are further validated through statisti-
cal significance testing and performance comparisons with
baseline models.

3.4.3. Model 1: Proposed ASGD Model for Efficient
Electricity Theft Detection: Leveraging
Entropy-Driven Sampling Mechanism

SGD often wastes computational resources by process-
ing data points that are redundant or less informative, due to
its lack of an effective mechanism for identifying valuable
training instances. Entropy-based AL iteratively selects the
most ambiguous data points for labeling data points to
be used for training, which overcomes the drawbacks of

SGD. Entropy-based AL prioritizes instances that show

the highest level of uncertainty rather than treating all in-

stances equally [33]. This significantly reduces the number
of labeled samples required while simultaneously improv-
ing model performance, making it particularly beneficial
in ETD, where labeled data is expensive. The following

steps make up the AL process, as shown in Figure 6. a)

The dataset is split into labeled and unlabeled parts, with

only a small part initially labeled, to ensure that the SGD

depends on AL for improvement. b) To improve decision
boundaries based on labeled instances, weights and biases
are iteratively updated in SGD training, which is used to
evaluate the ASGD model. ¢) After training, the model
evaluates unlabeled data and identifies high-uncertainty in-

stances located near decision boundaries for annotation. d)

The selected instances are labeled by the SGD model, reduc-

ing manual annotation costs by concentrating only on the

most instructive instances. e) Through repeated retraining
with newly labeled data, the model improves predictions
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and classification accuracy across multiple iterations. We
describe the ASGD model in several key components, as
seen in Figure 3.

(1) The ASGD model uses entropy-based uncertainty sam-
pling to integrate AL with the traditional SGD model. By
prioritizing instances that contribute the most to the learning
process, this approach enables efficient model training even
with progressively expanding labeled datasets.

(2) The AL process is initiated, and the model iterates
through 100 rounds to identify the most uncertain instances
from the unlabeled dataset (Dy;). At each iteration, the
classifier predicts probability estimates:

p(x;) = [po(x;). p1(x;)], 12)

where x; represents a data point or feature vector cor-
responding to the j-th instance in the dataset. The term
p(x;) denotes the predicted probability distribution over the
possible classes for the given input x;. The uncertainty of

each prediction is calculated using Shannon entropy:

Hx)=- Y px)logp(x)),
kef{0,1}

13)

where H (x;) represents the entropy of the predicted prob-
ability distribution for the instance x;. The summation iter-
ates over the possible classes, where k € {0, 1}, indicating
a binary classification problem. The term p;(x;) denotes
the predicted probability that the instance x; belongs to
class k, where k = 0 corresponds to one class and k =
1 corresponds to the other class. The logarithm function
log py(x;) is applied to these probabilities to compute the
entropy. The negative summation ensures that entropy is
always non-negative, with higher values indicating greater
uncertainty in classification. A low entropy suggests a
confident prediction, whereas a high entropy implies that the
model is uncertain about the classification of x 4 Therefore,
instances with higher entropy are considered more valuable
for labeling, as they are expected to contribute more to the
learning process. The top B most uncertain instances are
selected using:

S =arg Iglli)% H(x;), Vx; € Dy, (14)
where S represents the selected subset of data points from
the unlabeled dataset Dy;. The goal is to choose .S such that
it contains the most informative instances for labeling. The
instances are then transformed from D¢; unlabeled to D
labeled. The classifier is retrained on the updated labeled
dataset, refining its decision boundary.

(3 By choosing the most uncertain instances, the AL pro-
cess iterates, improving the model’s decision boundary with
each cycle. The classifier is retrained on the updated labeled
set D; after the labeling of the top B uncertain examples. To
ensure that the model gives priority to the most informative
data, this process is repeated until all instances are correctly
labeled or 100 iterations are completed mentioned in sub
block (d) in the main block (¥) of Figure 2.

@ Unlike classic passive learning, which trains models
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Figure 6: Enhancing SGD efficiency in electricity theft detection through entropy sampling and active learning annotation in
ASGD. The detailed workflow of the ASGD process, including entropy sampling and active learning annotation, is illustrated

in Figure 3.

using static datasets, the ASGD technique leverages AL-
driven sample selection to adaptively modify its decision-
making process. In domains where labeled data is expensive
or scarce, this is particularly beneficial. Due to the entropy-
based AL process, the model maintains high classification
performance while minimizing manual labeling effort. The
main steps affecting the computational complexity of the
ASGD model are the entropy computation and sample
selection processes. Even though typical SGD updates have
a linear complexity, an additional entropy-based selection
step adds a small computational burden. However, the ben-
efits of improving learning efficacy and reducing annotation
costs balance this expense. Iterative refinement of decision
boundaries ensures that the model gradually gets closer to
optimal performance with the least amount of labeled input.
Overall, the uncertainty-driven AL framework enhances
model generalization, demonstrating its practicality in real-
world applications that require efficient data annotation and
classification. The workflow of ASGD is given in Algorithm
1 and Figure 3. The algorithm integrates SGD with AL
to detect ET. It divides the dataset into labeled, unlabeled,
and test sets and initializes the model’s parameters, such
as weights 6 and bias b. Weights are iteratively updated
by computing prediction errors based on sigmoid-based
probability outputs, after the model is trained on the labeled
data using SGD in each AL iteration. Following training,
entropy-based uncertainty sampling computes entropy over
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the predicted probabilities of the samples to identify the
most uncertain ones from the unlabeled set. Iteratively, the
training data is expanded by adding the top b% of these
high-entropy samples to the labeled set. By selecting the
most informative samples, this procedure is repeated for
a predetermined number of AL iterations, progressively
improving the model.

3.4.4. Model 2: Proposed CSGD Model for Electricity
Theft Detection: Utilizing Lévy Flights for
Stochastic Optimization

SGD is sensitive to hyperparameters, especially the
learning rate. Selecting an unsuitable learning rate can
result in slow convergence or divergence, which makes
model training difficult. A very low learning rate leads
to prolonged training with suboptimal convergence, while
an excessively high learning rate causes the optimization
process to overshoot the ideal solution. For optimal learning
rate selection, we applied the CS algorithm to address
the sensitivity of SGD hyperparameters, specifically the
learning rate. Inspired by cuckoo bird brood parasitism, CS
is a metaheuristic optimization algorithm that uses elitist
selection mechanisms and Lévy flight-based random walks
to choose the best solutions. Using CS, we methodically
investigate and utilize the search space to find the ideal
learning rate that strikes a balance between stability and
convergence speed.



Algorithm 1 Proposed Active Stochastic Gradient Descent
(ASGD) for Electricity Theft Detection: The algorithm’s
working is depicted in Figure 3.

Algorithm 2 Proposed Cuckoo Stochastic Gradient Descent
(CSGD) for Electricity Theft Detection: The algorithm’s
working is visualized in Figure 3.

1: Input: Initial weights 6, bias b = 0, learning rate
n, number of SGD iterations »_iterations, number of
active learning iterations n_active_iterations, labeled
data X\ peteds Viabeled» Unlabeled data X\ j.pe1eq> and test
data Xtest’ Ytest

2: Output: Trained ASGD model, evaluation metrics

3: Initialization:

¢ Randomly initialize 6 and set b = 0

 Split dataset into labeled Xpeieds Viabelea» Unla-
beled X, and test set X qq» Viest

unlabeled>
4: for i = 11to n_active_iterations do
5: Train model with SGD on labeled data:
6: for e = 1 to n_iterations do
7: for each sample (x;, y;) in Xjypeieq dO
8: Compute predicted probability
¥ = a(ijG + b) where ¢ is the sigmoid function
9: Compute error error = y; — y;
10 Update weights and bias:
0 ::G—n-error-xj, b :=b—n-error
11: end for
12: end for
13: Entropy-based Uncertainty Sampling:
14: for each sample x; in X 1.pe1eqa 4O
15: Compute predicted probability p, = o-(x{@ +b)
16: Compute entropy:
H(py) = —p; log(py) — (1 — py) log(1 — py;)
17: end for

18: Select the top b% instances with the highest en-
tropy from X j.peleqa @nd add them to the labeled data
Xlabeled> Yiabeled

19: end for

20: Model Evaluation: To evaluate the model, accuracy
was assessed using X .. Vs and presented in Table
7. Precision, recall, and Fl-score are depicted in Figure
8, while the ROC-AUC is shown in Figure 9, and the
PR-AUC is illustrated in Figure 10.

(@ The CSGD model enhances binary classification tasks
by combining CS optimization with SGD. This combina-
tion achieves superior parameter optimization by leveraging
SGD’s local refinement and CS global search capabilities
[34]. The CS optimization technique employs Lévy flights
to generate new solutions or nests based on the behavior of
cuckoos, which lay their eggs in other birds’ nests [35]. CS
aims to minimize a log-loss function given in sub block (e)
in the main block (3) of Figure 2, which is defined for binary

1: Input: Training data (X,y), Learning rate 5, Cuckoos N,
Lévy parameter A, Max iterations T’

2: Output: Optimized parameters 6 and b

3: Initialize nests x,, ..., x5 randomly.

4: Define log-loss:

N
LoD == Y, [ loed) + (1 = ) log(1 - 3)]

i=1

5: for each iteration 7 do

6 Update nests using Lévy flight and evaluate log-loss.
7: Replace nests based on fitness.

8 Retain best solutions and refine with SGD.

9

: end for
10: Fine-tune parameters using SGD:
11: Compute gradients:
oL IL <
= =XTp-y, == p. —y,
5 =X'0-9. 5 ;@, )

12: Update parameters:

9(—0—;1-%, bEb—n-%

13: Compute final predictions with sigmoid:
y,=0(X,-0+b)

14: Apply threshold:

.1
%=1,

15: Model Evaluation: To evaluate the model, accuracy was
assessed using X, Vs and presented in Table 7. Precision,
recall, and F1-score are depicted in Figure 8, while the ROC-
AUC is shown in Figure 9, and the PR-AUC is illustrated in
Figure 10.

if $,> 0.5
if §, < 0.5

classification:
N
. 1 R .
LO.9) == X [vilog@) + (1 = y)log(l = 3)] . (15)
i=1

where y; is the actual label, J; is the predicted probability
and N is the number of instances. The CS algorithm uses
Lévy flights to generate new solutions and aims to minimize
the loss by exploring the search space.

x{™ = x;+ f - L(A) (16)

The update rule for a nest x;, with the scaling factor g
acting as a guide for the adjustment. By capturing a dynamic
modification that can be generated via gradients, regular-
ization, or stochastic perturbations, the transformation L(4)
guarantees controlled and adaptive feature refinement in
optimization processes. The model employs SGD to
further fine-tune the parameters following CS optimization.



The iterative process of updating the weight and bias is
carried out. In this case, the update step size is determined
by the learning rate n, and the model parameters being
improved are 6 and b. The terms 9L and % represent
the gradients of the loss function L with regard to b and
0, respectively. The model adjusts these parameters in the
direction of the negative gradient to minimize the loss
function, thereby ensuring effective convergence toward an
optimal solution.
oL oL

0—60—n-—b<b—n - —
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where 7 is the learning rate, and the gradients % and %.
(© The model’s predictions are computed using the o
sigmoid activation function, applied to the linear transfor-
mation of input features X; with weights 6 and bias b
to define the expected output y;. In neural networks and
LR, this formulation is essential for converting inputs into
probabilistic outputs in binary classification tasks.
yi=o(X;-0+b) (18)
In the binary classification decision rule, the predicted
output y; is assigned a label of 1 if its probability estimate
is > 0.5, and a label of O otherwise, LR and neural networks
depend on this thresholding method to enable discrete class
predictions from continuous sigmoid activated probabilities.

. 1
Vi = 0

@ Metrics such as accuracy, precision, recall, Fl-score,
and ROC-AUC are used to evaluate the CSGD model’s
performance and offer an extensive assessment of the clas-
sification’s performance. The working of the CSGD model
is outlined in Algorithm 2 and Figure 3. To detect ET,
the CSGD algorithm combines SGD and CS optimization.
Initially, a log-loss function is defined for model evaluation,
and a population of candidate solutions (nests) is randomly
initialized. Using Lévy flight, CS updates these nests in
each iteration, assesses their fitness using log-loss, and
swaps out weaker solutions for more promising ones. The
optimal nests are kept and improved upon through CSGD,
which iteratively updates weights and bias by computing
gradients of the loss function for the model parameters.
After optimization, a sigmoid activation function is applied
to generate probability scores, followed by a thresholding
operation to classify instances as either theft or non-theft.

if §, > 0.5
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if §, < 0.5 (19)

4. Results and Discussion

The classification performance of the proposed models,
ASGD and CSGD, is evaluated using confusion matrices
and other performance metrics. By displaying the quantity
of True Positives (TPs), FPs, True Negatives (TNs), and
FNs, the confusion matrices offer a thorough analysis of
the model’s capacity to differentiate between cases that are

17

Table 5
Performance metrics used in this work
Metric Formula
TP+ TN
Accuracy TPT TN+ FP+FN
isi TP
Precision TF+FP
TP
Recall TFrFN
F1-Score Prec?sion x Recall
Precision + Recall
ROC-AUC / TPR(?) dFPR(r)
1
PR-AUC / Precision(r) dRecall(r)
0

fraudulent and those that are honest. In ETD, the models’
performance is assessed using several performance metrics
given in Table 5. Accuracy is the percentage of correctly
classified cases as demonstrated in Table 5 (equation 1),
and precision is the percentage of TP predictions among
all positive predictions, as shown in Table 5 (equation 2).
Recall the model’s sensitivity to detecting positive instances
by correctly identifying real positive cases as illustrated in
Table 5 (equation 3). The F1-score is a metric that balances
precision and recall, Table 5 (equation 4). Table 6 (equation
5) shows the performance insights for both the base model
and the proposed model. The ROC-AUC integrates the True
Positive Rate (TPR) over the False Positive Rate (FPR) to
assess a model’s capacity for class distinction.

4.1. Data Balancing Performance Analysis

To assess the efficacy of the SGD, ASGD, and CSGD
models in identifying fraudulent cases, we compare their
performance with and without the LoRAS balancing tech-
nique. Our goal is to evaluate the effect of data balancing on
fraud detection accuracy and overall model performance by
comparing the classification outcomes of the models. Each
model responds differently to class imbalances, especially
when it comes to differentiating between fraudulent and
non-fraudulent users, as revealed by the respective confu-
sion matrices. The confusion matrices for SGD, ASGD,
and CSGD models, both with and without the LoRAS
balancing technique, are presented in Figure 7, offering
a comprehensive analysis of each model’s classification
performance. Without LoRAS, the standard SGD model
(Figure 7a) struggles significantly in detecting fraudulent
cases, recording 0 TPs and has a high number of 38757 TNs.
The large count of 3615 FNs indicates that many fraudulent
instances were misclassified as honest users, while the 0 FPs
show no honest users were incorrectly labeled as fraudulent.
This highlights the model’s inability to effectively distin-
guish between fraudulent and honest cases, heavily favoring



Table 6

Performance and insights of SGD, ASGD and CSGD for electricity theft detection

Predicted Class

(d) SGD with LoRAS

Predicted Class

(e) ASGD with LoRAS

Model/ Accuracy Insights
SGD 0.60 SGD uses individual data instances to iteratively update model parameters, acting as a
baseline optimization technique. It performs poorly in classification and has trouble with
unbalanced datasets, which results in weak decision boundaries. Its inability to prioritize
informative instances due to a lack of adaptive learning mechanisms reduces its
effectiveness when handling challenging fraud detection tasks.
ASGD 0.82 Utilizes AL techniques alongside SGD, actively selecting and prioritizing instances with high
(36.67% improvement | uncertainty. This approach helps refine decision boundaries and enhances the model’s ability
over SGD) to generalize, particularly for imbalanced datasets. Achieves the best results.
CSGD 0.81 Combines CS with SGD to leverage global optimization capabilities. The model can explore a
(35% improvement broader parameter space, reducing the chances of getting trapped in local minima. This
over SGD) results in improved accuracy, although it requires higher computational resources.
2 TN FP @ TN FP 2 TN FP
o 38757 0 £ 34498 4259 < 7336 381
o (91%) (0%) o F (81%) (10%) o T (87%) (4%)
© [¢*] ©
@) &) @)
I 3 I
2 b= 2
(@] Q (&)
<3 FN TP < FN TP <3 FN TP
o 3615 0 &1 2502 1113 o 594 164
[ (9%) (0%) [ (6%) (3%) [ (7%) (2%)
Honest Fraud Honest Fraud Honest Fraud
Predicted Class Predicted Class Predicted Class
(a) SGD without LoRAS (b) ASGD without LoRAS (c) CSGD without LoRAS
@ TN FP % TN FP @ TN FP
o 8062 30695 o 9213 27595 o 9095 28965
o F (10%) (40%) o F (12%) (37%) o T (12%) (37%)
© © ©
@) &) @)
I 3 T
2 b= 2
o Q o
<3 FN TP < FN TP < FN TP
o 4105 34652 &1 4105 34652 o 3684 35769
m (5%) (45%) [ (5%) (46%) LL (5%) (46%)
Honest Fraud Honest Fraud Honest Fraud

Predicted Class

(f) CSGD with LoRAS

Figure 7: Confusion matrices for SGD, ASGD, and CSGD with and without LoRAS balancing

honest classifications and failing to detect fraud. ASGD,
without LoRAS (Figure 7b), demonstrates a slight improve-
ment over SGD. The model increases its TPs to 1113 and
reduces FNs to 2502, suggesting better fraud detection.
However, this comes at the cost of an increased FP count
of 4259, indicating more honest users being misclassified as
fraudulent. Despite this, the model maintains a strong TN
count of 34498, accurately classifying most honest users.
The improved TP count suggests that ASGD’s averaging
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mechanism stabilizes gradient updates, enabling the model
to better capture fraud patterns, though at the expense of
a higher FPR. CSGD without LoRAS (Figure 7c) further
improves fraud detection, achieving 164 TPs and reducing
FNs to 594. Furthermore, 7336 instances are accurately
classified as TNs by the model, with 381 FPs, which in-
dicate that some honest users were mistakenly identified as
fraudulent users. A better balance between detecting fraud
and minimizing misclassification errors is suggested by the



model’s relatively lower number of FPs when compared to
other configurations, even though it successfully captures
more fraudulent cases. While the model becomes more
effective at identifying fraudulent cases, it also misclassifies
more legitimate users as fraudulent, suggesting a potential
overfitting to fraud patterns despite its optimization benefits.
The application of the LoRAS data balancing technique
results in notable improvements across all models. With
LoRAS, SGD (Figure 7d) significantly increases its fraud
detection capability, achieving 34652 TPs while reducing
FNs to 4105. Howeyver, this comes with a trade-off, as the FP
count spikes to 30695, and TNs drop to 8062, indicating that
many honest users are misclassified as fraudulent. ASGD
with LoRAS (Figure 7e) achieves a more balanced perfor-
mance, with 34652 TPs, 4105 FNs, and an improved TN
count of 9213, though it still suffers from a high FP count of
27595. This suggests that while ASGD with LoRAS detects
fraud effectively, it still struggles to distinguish between
fraudulent and honest users. CSGD with LoRAS (Figure
7f) demonstrates the most balanced performance among the
three models. It achieves 35769 TPs, reduces FNs to 3684,
and improves honest user classification with 9095 TNs
while lowering FPs to 28965. This indicates that CSGD,
when combined with LoRAS, achieves a better trade-off
between detecting fraudulent cases and correctly identifying
honest users, effectively leveraging its controlled stochastic
updates to refine classification boundaries and reduce mis-
classifications.

4.2, Justification for Benchmark and Proposed
Models

In ETD, modeling is complicated by high-dimensional
data, extreme class imbalance, and the need for scalability
and interpretability. We select baseline models that are
widely used in ETD literature, KNN [9, 11, 12], SVM
[11, 13, 14], LR [11], SGD [36], TabNet [37], and DL
models like CNN-GRU [16]. These models cover a range of
traditional approaches. We justify our proposed ASGD and
CSGD models by directly addressing limitations observed
in these benchmarks.

* KNN is a non-parametric method that compares each
test instance with all training data. While effective
in low-dimensional tasks, KNN scales poorly (O(n X
d)), is sensitive to irrelevant features, and lacks
model generalization in high-dimensional datasets
like SGCC. However, ASGD mitigates memory over-
head by training a compact model on uncertainty-
selected instances, improving efficiency. Similarly,
CSGD reduces hyperparameter sensitivity and com-
putational cost through metaheuristic-driven opti-
mization, enabling better handling of data complexity
compared to KNN.

* SVM is known for high performance in small datasets
but suffers from scalability, heavy memory usage due
to kernel matrices, and lacks of streaming support.
ASGD’s iterative learning makes it highly scalable
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and efficient for large ETD datasets. CSGD eliminates
manual kernel and hyperparameter tuning by leverag-
ing CS to dynamically optimize SGD parameters.

* LR is interpretable and computationally light but
assumes linearity and is limited in modeling complex
or non-linear theft behavior. ASGD enhances LR-like
models by adapting to complex patterns through fo-
cused learning on uncertain decision boundaries. By
automatically tuning parameters like learning rate and
regularization, CSGD enhances LR’s convergence
and recall, especially for rare fraudulent instances.

* TabNet leverages attention mechanisms for tabular
data but is hyperparameter-sensitive, computationally
expensive, and not designed to handle temporal or
highly imbalanced datasets directly. ASGD offers
a lightweight and adaptive alternative, prioritizing
uncertain samples without the need for deep attention
modules, which improves learning efficiency in class-
imbalanced ETD. CSGD optimizes the model with
fewer resources than TabNet by employing global
search to tune hyperparameters without exhaustive
trial-and-error, making it suitable for deployment in
smart grid systems.

* CNN-GRU architectures can model spatial-temporal
patterns but are computationally intensive and often
act as black-box models with limited interpretability.
They require large training data and are prone to
overfitting, particularly under severe class imbalance.
ASGD improves interpretability and robustness by
focusing learning on uncertain instances and avoid-
ing the smoothing artifacts of recurrent layers that
overlook sharp fraud transitions. CSGD eliminates
the need for manual tuning of sequence window sizes
and learning rates by using CS to discover optimal
configurations, resulting in stable training and better
fraud detection under imbalanced settings.

* SGD is suitable for large-scale data but suffers from
instability due to fixed hyperparameters and lacks
mechanisms to handle imbalance or noise. ASGD
improves stability and efficiency by actively selecting
high-entropy samples that better guide the model’s
learning process. CSGD integrates CS to optimize
SGD hyperparameters (learning rate, regularization),
leading to more stable convergence and enhanced
detection of minority class instances.

The proposed ASGD and CSGD models effectively
address the shortcomings of existing ETD models, such as
scalability, interpretability, hyperparameter sensitivity, and
poor minority class detection. ASGD enhances learning
efficiency through active sample selection to improve learn-
ing efficiency, while CSGD employs global metaheuristic
optimization to ensure robust convergence and performance.
Together, they form a lightweight, interpretable, and scal-
able solution well-suited for real-world ETD systems.



Table 7

Performance comparison of ASGD, and CSGD with baseline and state-of-the-art models for predicting electricity theft detec-

tion
Classifier Accuracy | Precision Recall F1-score | ROC-AUC PR-AUC Execution Time (s)
KNN 0.76 0.72 0.79 0.72 0.74 0.84 0.84

SVM 0.73 0.78 0.72 0.76 0.78 0.80 213.22

LR 0.65 0.73 0.50 0.59 0.65 0.77 26.52

TabNet 0.62 0.57 0.98 0.72 0.88 0.79 683.64

CNN-GRU 0.50 0.50 0.98 0.66 0.50 0.71 799.47

SGD 0.60 0.69 0.37 0.48 0.66 0.61 459.03

Proposed CSGD 0.81 0.77 0.88 0.82 0.86 0.90 244.43

Proposed ASGD 0.82 0.76 0.91 0.83 0.83 0.91 577.53

4.3. Comparative Analysis of ASGD and CSGD
with Benchmark Models

This study proposes a comparative analysis of proposed
models with benchmark and baseline models. As shown in
Table 7 and Figure 8, several classification models from
existing literature for ET detection are compared and pre-
sented. ASGD and CSGD demonstrate superior perfor-
mance when compared to benchmark techniques such as
KNN, SVM, LR, TabNet, CNN-GRU, and baseline SGD.
KNN shows moderate performance, with an Fl-score of
0.72, precision of 0.72, recall of 0.79, and accuracy of 0.76.
Although it identifies a significant number of fraudulent
cases, it also yields a high number of FPs due to its
distance-based nature and inability to generalize well in
high-dimensional settings. SVM achieves an Fl-score of
0.76 and accuracy of 0.73, but has the lowest recall of
0.72 among traditional classifiers. This indicates a reduced
ability to detect fraudulent cases, making SVM less suitable
for ETD, where recall is critical. Its batch-learning structure
and sensitivity to kernel parameters limit its adaptability.

.- Accuracy
Precision
Recall
F1-Score

KNN

CSGD

Figure 8: Performance comparison of state-of-the-art mod-
els with ASGD and CSGD for electricity theft detection

LR exhibits significant limitations in detecting complex
fraud patterns, as reflected by its F1-score of 0.59, accuracy

of 0.65, precision of 0.73, and very low recall of 0.50.
Its assumption of linearity and sensitivity to imbalance
hinders its effectiveness in ETD scenarios. TabNet, while
using attention mechanisms for tabular data, also performs
suboptimally. It records an accuracy of 0.62, an Fl-score
of 0.72, a precision of 0.57, and a very high recall of 0.98.
The high recall suggests that it identifies most theft cases,
but with many FPs, due to overfitting and complexity in
hyperparameter tuning. The SGD baseline model performs
poorly with the lowest Fl-score of 0.48, accuracy of 0.60,
precision of 0.69, and a recall of only 0.37. Its static nature,
sensitivity to learning rate, and inability to handle imbalance
or noise limit its performance in real-world ETD systems.
Finally, the CNN-GRU model shows the weakest overall
performance among all models, with an accuracy of 0.50,
Fl-score of 0.66, precision of 0.50, and recall of 0.98.
Despite its excellent recall, the extremely low precision
indicates a high number of FPs.

However, the proposed ASGD model outlined in Figure
3 and Algorithm 1, achieves a moderate recall of 0.91
and Fl-score of 0.83, along with an accuracy of 0.82
and precision of 0.76. These results reflect its strength
in identifying fraudulent cases while maintaining a well-
balanced predictive performance. The use of entropy-based
AL allows ASGD to focus on the most uncertain sam-
ples, enhancing learning efficiency and generalization. Its
moderate precision reflects a deliberate bias toward recall,
which is essential in ETD systems where missing a theft
case is costlier than false alarms. Similarly, the proposed
CSGD depicted in Figure 3 and Algorithm 1 follows closely,
attaining an F1-score of 0.82, accuracy of 0.81, precision of
0.77, and recall of 0.88. The integration of CS optimization
with SGD allows CSGD to dynamically tune hyperparame-
ters, resulting in stable convergence and effective detection
of minority (fraudulent) cases. The model’s performance
is both accurate and efficient, with robust generalization
across data variations. The CNN-GRU model struggles to
capture long-term temporal dependencies effectively. While
CNNs are suitable for local feature extraction, they are not
designed to handle sequential data patterns. GRUs, although



effective in modeling sequences, fail to capture irregular and
abrupt theft behavior in electricity usage data. Additionally,
CNN-GRU lacks advanced training enhancements such as
AL and optimization techniques. This makes it prone to
overfitting, especially in highly imbalanced datasets. Fi-
nally, the proposed models integrate both AL (ASGD) and
bio-inspired optimization (CSGD), which significantly im-
prove their learning focus, convergence, and fraud detection
rates. ASGD targets high-uncertainty samples, optimizing
model generalization, while CSGD uses global search to
escape local minima and identify optimal hyperparameter
configurations. These capabilities result in balanced, effi-
cient, and scalable ETD models, surpassing the CNN-GRU
and all benchmark classifiers across all key metrics.

The ROC-AUC comparison of several models for de-
tecting ET is shown in Figure 9, illustrating the trade-off
between TPR and FPR. The ASGD model achieves an ROC-
AUC value of 0.83, as outlined in Algorithm 1 Line 20,
which is significantly better than all existing models. This
result demonstrates ASGD’s strong ability to distinguish
between fraudulent and non-fraudulent cases with high
confidence. The main reason for ASGD’s remarkable per-
formance is its AL-based approach, which efficiently refines
decision boundaries and prioritizes uncertain instances. This
approach ensures robust fraud detection by allowing the
model to maximize recall while maintaining high precision.
SGD and CS optimization are combined to provide the
advantage of dynamic hyperparameter tuning. By enhancing
the model’s generalization and decreasing overfitting, this
procedure improves the detection of fraudulent activity.
Although it optimizes learning effectively, its comparatively
higher ROC-AUC of 0.86, when compared to ASGD, indi-
cates that it is better suited to handle highly uncertain cases.
KNN has an ROC-AUC of 0.74. However, KNN is a lazy
learner that results in slow inference and high computational
costs, especially as the dataset increases.
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Figure 9: ROC-AUC comparison of proposed ASGD and
CSGD with state-of-the-art models for electricity theft detec-
tion

The reason for this problem is that KNN depends on
distance metrics, which are susceptible to changes in feature

distributions. The performance of LR and SVM is signifi-
cantly less fortunate, with ROC-AUCs of around 0.65 and
0.78. LR is sensitive to multicollinearity, in that correlated
features have the potential to skew the model’s coefficient
estimates, making interpretation challenging. SVM, on the
other hand, enforces rigid decision boundaries, which re-
sults in low recall, making it less effective in contexts like
ETD where identifying fraudulent users is critical. Similar
to this, LR performs less well in classification because it
relies on linear decision functions, which hinders it from
identifying complex fraud patterns. SGD achieves an ROC-
AUC of 0.66, mostly due to its simple gradient updates
cannot manage situations with high levels of uncertainty.
The baseline SGD model suffers the most, producing weak
classification boundaries. TabNet demonstrates competitive
performance with an ROC-AUC of 0.88, slightly higher than
ASGD. However, its precision is lower, which indicates that
despite its strong ability to distinguish classes, it suffers
from higher FPRs. The results suggest a tendency toward
overfitting or sensitivity to imbalance, which ASGD and
CSGD handle more effectively through AL and optimiza-
tion. Finally, the DL hybrid CNN-GRU model exhibits
the weakest performance, registering a ROC-AUC of only
0.50. This is equivalent to random guessing and highlights
the model’s failure to distinguish fraudulent from honest
cases effectively. Although CNN-GRU achieves high recall,
its very low precision and poor ROC-AUC emphasize its
over-reliance on positive class predictions without learn-
ing adequate decision boundaries. Overall, the ROC-AUC
analysis highlights the superior classification reliability of
the proposed ASGD and CSGD models. Their ability to
balance FPs and TPs, along with robust ROC-AUC values,
highlights their effectiveness in real-world electricity theft
detection scenarios.

Additionally, the PR-AUC metric provides an insightful
evaluation of model performance, especially in imbalanced
datasets. In our experiments, the proposed models, ASGD
and CSGD, demonstrate superior performance compared to
the baseline models, as shown in Table 7 and Figure 10.
The proposed CSGD achieves a PR-AUC of 0.90, which is
notably higher than other baseline models. This improve-
ment is due to the CSGD model’s Algorithm 1 ability to
better balance the model’s exploration and exploitation in
the optimization process, thus resulting in more accurate
predictions, especially in scenarios where the data is im-
balanced. Similarly, the proposed ASGD achieves a PR-
AUC of 0.91, surpassing other models by actively selecting
the most uncertain data points for learning, which further
enhances its ability to detect ET. In contrast, KNN, SVM,
and LR models, with PR-AUC values of 0.84, 0.80, and
0.77, respectively, exhibit less effectiveness in capturing the
intricacies of imbalanced data, as they lack mechanisms to
adapt to the challenging nature of fraudulent consumption
detection. These models struggle to improve precision with-
out sacrificing recall, resulting in suboptimal performance in
detecting fraud. Similarly, TabNet and CNN-GRU models,
while achieving reasonable PR-AUC scores of 0.79 and
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Figure 10: PR-AUC comparison of proposed ASGD and
CSGD with state-of-the-art models for electricity theft detec-
tion

0.71, still face issues with scalability, making them less
suitable for advanced ETD applications. These models,
especially CNN-GRU, benefit from DL features but re-
quire substantial computational resources for training. The
significantly higher PR-AUC scores of ASGD and CSGD
highlight their superior ability to efficiently learn from
complex non-linear data, making them ideal for the task of
ETD, where the majority class (Honest) vastly outnumbers
the minority class (Fraudulent).

The proposed ASGD and CSGD model execution times
are compared to existing models shown in Figure 11, which
clarifies the level of computational effectiveness of each
approach. Among the baseline models, KNN demonstrates
the fastest execution time of 0.84 seconds; however, its
relatively moderate accuracy of 0.76 and F1-score of 0.72
limit its utility in high-stakes applications. KNN also scales
poorly during inference in larger datasets due to its lazy
learning nature. LR is computationally efficient with an
execution time of 26.52 seconds but suffers from a low
recall of 0.50 and accuracy of 0.65, largely due to its
linear decision boundary, making it ill-suited for capturing
complex patterns in theft behavior. SVM, while offering
a decent balance in metrics with ROC-AUC of 0.78, has
a significantly higher execution time of 213.22 seconds,
making it computationally expensive as the data grows.
TabNet and CNN-GRU demonstrate very high execution
times (683.64 seconds and 799.47 seconds, respectively),
attributed to their DL architectures. While TabNet exhibits
a strong recall of 0.98, its precision and accuracy are weak,
showing instability. Similarly, CNN-GRU attains a high
recall of 0.98, but at the cost of poor accuracy of 0.50,
Fl-score of 0.66, and significant computational demand,
rendering it inefficient for deployment in time-sensitive
environments. SGD, a basic optimizer, shows a moderate
execution time of 459.03 seconds but underperforms in re-
call with 0.37 and F1-score with 0.48, often converging pre-
maturely due to its stochastic nature and lack of adaptability
in imbalanced scenarios. Finally, the proposed CSGD and
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ASGD not only outperform all benchmarks in classification
metrics but also offer a reasonable trade-off in execution
time. CSGD achieves an accuracy of 0.81 and an F1-score
of 0.82 in just 244.43 seconds. The integration of the CSGD

LR

CNN-GRU
NN

244.43s

CSGD

Figure 11: Execution time comparison of proposed ASGD
and CSGD with state-of-the-art models for -electricity
theft detection

algorithm enables efficient global optimization, helping the
model escape local minima and enhancing generalization.
ASGD slightly outperforms CSGD with an accuracy of 0.82
and an impressive recall of 0.91, due to its entropy-driven
sampling that focuses on the most informative samples.
Although ASGD requires more time of 577.53 seconds, its
efficiency in training with fewer, high-impact data points
justifies the additional computational cost. Conclusively,
while benchmark models like KNN, LR, SVM, TabNet,
and CNN-GRU suffer from either poor performance or ex-
cessive computation, CSGD and ASGD offer a compelling
balance of accuracy, robustness, and execution efficiency,
making them highly suitable for intelligent ETD systems.
The architecture of ASGD is mentioned in Table 8,
explaining its learning process and computational structure
systematically. The representation of the input characteris-
tics: each data sample consists of two features, as indicated
by the n X 2 format (Line 1). A random initialization ap-
proach is used for # and bias b. Given that & € R>*! and b €
R, the ASGD begins with non-deterministic parameters for
efficient learning (Lines 2-3). The ASGD is suitable for use
in binary classification because the activation function ex-
plains what is necessary to transfer outputs to a probability
range of 0 to 1 (Line 5). To provide a flexible modification
of ASGD parameters according to calculated gradients, the
SGD optimization method is employed (Line 6). Binary
Cross-Entropy (BCE), a commonly used objective function
in classification problems, is the loss function that is em-
ployed in (Line 7). A learning rate of 0.01 is adopted (Line



Table 8
Architecture of the proposed ASGD and CSGD models

ASGD Architecture

CSGD Architecture

1. Input Features (shape = n x 2)
2. Weights Initialization: 8 € R>*! (random initialization)
3. Bias Initialization: b € R (random initialization)
4. Training Process
5. Sigmoid Function: o(z) = ——

I4e~2

6. Stochastic Gradient Descent (SGD)

7. Loss Function: Binary Cross-Entropy
8. Learning Rate: 0.01
9. lterations: 1000 per active learning iteration
10. Active Learning Process
11. Uncertainty Sampling: Based on margin [0.5 — J|
12. Batch Size for Sampling: 32 most uncertain instances

13. Number of Active Learning lterations: 100

1. Input Layer
2. Input features: n_ features
3. Number of nests: 20
4. Number of generations: 10
5. Abandon probability (p,): 0.25

6. Objective function: Log Loss
—L 3 [y, log(p) + (1 = y) log(1 — p))]

7. Optimization for: Weights (9) and Bias (b)

8. Sigmoid Activation

1
I+e™2

9. Function: 6(z) =
10. Stochastic Gradient Descent
11. Learning rate: 0.01
12. Number of epochs: n_iterations = 3
13. Weight update rule: 0 =0 — a - d6
14. Bias update rule: b=b—a - db
15. Prediction Function
16. Probability: p(X) = 6(X - 0 + b)
17. Binary Prediction: p(X) > 0.5 - 1,else 0

8) to ensure stable convergence and prevent weight update
oscillations. Each AL cycle has 1000 SGD iterations (Line
9), ensuring that there are sufficient training epochs for
model improvement. ASGD includes an uncertainty-based
AL procedure that prioritizes instances close to the decision
boundary. The most ambiguous examples are identified
for annotation and retraining using the metric (Line 11).
To refine the model with high-impact samples, batches of
the 10 most uncertain instances are selected during each
iteration (Line 12). In particular, (line 13) mentions the
number of AL iterations, which is 100. In other words,
the ASGD model goes through 100 cycles of AL, during
which it iteratively annotates 400 samples on each cycle on
its decision boundary, updates its weights, and chooses the
most uncertain samples.

In contrast, the CSGD architecture, detailed in Table 8,
provides a comprehensive explanation of its computational
structure and learning process. The input layer, the initial
layer of the CSGD, receives input (Lines 1-2). In order to
ensure robust exploration and exploitation of the solution
space, the model is optimized using CS with the number of
nests set to N = 8§ and the number of generations defined as
T = 10 (Line 5). The frequency at which the worst solutions
are discarded and replaced with new ones is determined by
the abandon probability p, = 0.25. (Line 6). The objective
function used in the optimization process is log-loss, a
commonly used metric in classification tasks to quantify
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prediction errors and guide weight adjustments. To ensure
an adaptable learning approach (Line 7), the optimization
method focuses on fine-tuning the weights (6) and bias
(b) (Lines 8-9). The sigmoid activation function converts
raw scores into probability values between 0 and 1 (Lines
10-11).. For weight updates, the SGD approach is used, pro-
viding consistent convergence with a predetermined learn-
ing rate of # = 0.01 (Line 12). For efficient learning, the
number of epochs is set to Ayepqi0ns = 2, €nabling several
runs through the dataset. Lines 13—14 provide the weight
update rule and the bias update rule, where a represents the
learning rate. The probability is calculated by the prediction
function (Lines 15-16). The binary classification decision
rule is applied (Line 17), where instances are classified as 1
(positive class), while the rest are classified as 0 (negative
class).

Similarly, the hyperparameters in Table 9 are used to
build the ASGD model such that ET is detected as efficiently
as feasible. By avoiding abrupt changes that could lead to
oscillation or overshooting the ideal solution, a learning rate
of 0.01 (Line 8) guarantees steady and gradual learning. The
number of SGD iterations 1000 (Line 9) specifies how many
iterations the model goes through to update its weights using
SGD, striking a balance between computational efficiency
and adequate training. The model’s decision boundaries are
improved by ASGD'’s iterative selection of high-uncertainty
instances through the use of 100 AL iterations. The testing



Table 9
Hyperparameters utilized in ASGD and CSGD Models

ASGD Model CSGD Model
Hyperparameter Value Hyperparameter Value
Penalty 12 Alpha (a) le % to le™!
Max lterations 1000 Eta0 (n,) 0.0001 to 0.2
Tolerance (tol) 1073 Max lterations 1000
Random State 42 Tolerance (tol) 1073
Batch Size (AL) 32 Random State 42
Number of Iterations (AL) 100 Nest 8
Annoated Samples per lteration 400 n_iterations (Cuckoo) 3
Table 10
Performance comparison proposed CSGD and state-of-the-art optimization techniques
Classifier Accuracy | Precision Recall F1-score | ROC-AUC PR-AUC Execution Time (s)
PSO-SGD 0.75 0.75 0.77 0.76 0.81 0.77 1598.59
SBO-SGD 0.76 0.72 0.84 0.78 0.82 0.70 833.05
Proposed CSGD 0.81 0.77 0.88 0.82 0.86 0.90 244.43

process utilizes 20% of the dataset to accurately assess
the model’s capacity for generalization. By regulating the
generation of random numbers, Random State is set to 42,
which guarantees reproducibility by producing consistent
data splits and parameter initialization throughout simula-
tions.

On the other hand, Table 9 provides specifics on the
hyperparameter setup used in the CSGD model for ETD.
The learning rate parameter « is defined within the range
(1076,1071), allowing for adaptive tuning within a broad
scale to optimize model convergence. Furthermore, to pro-
vide steady updates during optimization, the initial learning
rate 7 is limited between 0.0001 and 0.2. The maximum
number of iterations the model can undergo is max_iter
= 1000, which ensures that there are sufficient training
cycles for convergence. Additionally, the CS optimization
component incorporates n_iterations = 3, which indicates
three iterations for search process optimization. In order
for the CS mechanism to efficiently explore the solution
space, the number of nests used is indicated by the n_nests
parameter, which is set to 15. All of these hyperparameters
work together to enhance the CSGD model’s robustness and
predictive performance, particularly in accurately identify-
ing ET instances with high stability.

4.4. Comparison of CSGD with Existing
Optimization Techniques
In this section, we present a comparative analysis of
the two well-established optimization techniques: PSO [16]
and SBO [21] optimization. The comparison covers various
performance metrics, including accuracy, precision, recall,
F1-score, ROC-AUC, PR-AUC, and execution time.

As shown in Table 10 and Figure 12, the proposed
CSGD model presented in Algorithm 2 and Figure 3, out-
performs the existing optimization techniques, PSO-SGD
and SBO-SGD, in several key metrics. Specifically, the
accuracy of CSGD is 0.81, surpassing both PSO-SGD with
0.75 and SBO-SGD with 0.76. This demonstrates that the
proposed CSGD model not only provides a higher level
of accuracy but also yields more consistent and reliable
results across multiple performance metrics. The enhanced
performance of the proposed CSGD can be attributed to
the inherent advantages of the CS algorithm, which has
been proven to be effective in exploring complex search
spaces with better convergence properties than PSO and
SBO. Moreover, the precision, recall, and Fl-score of the
proposed CSGD are also superior compared to the existing
techniques, as shown in Figure 12c. With a recall of 0.88,
CSGD outperforms PSO-SGD with 0.77 and SBO-SGD
with 0.84. This indicates that the proposed CSGD not
only has higher accuracy but also exhibits better sensitiv-
ity in identifying TP instances, particularly in imbalanced
datasets. Similarly, the Fl-score for CSGD with 0.82 is
higher than that of PSO-SGD with 0.76 and SBO-SGD
with 0.78, signifying a better balance between precision and
recall. Additionally, the ROC-AUC of the proposed CSGD
0.86 is better than that of both PSO-SGD with 0.81 and
SBO-SGD with 0.82 given in Figure 12a, further confirming
the robust performance of the CS-based optimization in
distinguishing between positive and negative classes in
classification tasks. In terms of PR-AUC, as shown in
Table 10 and Figure 12b, the proposed CSGD achieves
a higher PR-AUC of 0.90 compared to PSO-SGD with
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0.77 and SBO-SGD with 0.70. This improvement in PR-
AUC indicates that the proposed CSGD is more effective
at distinguishing between positive and negative samples in
imbalanced datasets, where traditional accuracy may not
provide a clear picture of model performance. The higher
PR-AUC of CSGD further supports its advantage over the
existing optimization techniques in scenarios with a skewed
class distribution. One of the key advantages of the proposed
CSGD is its improved performance in both accuracy and
execution time. As shown in Table 10 and Figure 12d,
the accuracy of CSGD is 0.81, surpassing PSO-SGD with
0.75 and SBO-SGD with 0.76. Furthermore, the execution
time for CSGD is 244.43 seconds, which is significantly
lower than PSO-SGD with 1598.59 seconds and SBO-SGD
with 833.05 seconds. The faster convergence of CSGD can
be attributed to the efficient exploration—exploitation trade-
off of the CS algorithm, which accelerates convergence by
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narrowing down the search space more effectively and mini-
mizes the need for extensive iterations. In terms of accuracy,
CSGD achieves superior performance with an accuracy of
0.81, indicating a higher level of precision in detecting
electricity theft compared to both PSO-SGD and SBO-
SGD. This is particularly advantageous when working with
imbalanced datasets where correctly identifying fraudulent
behavior is crucial. On the other hand, the reduced execution
time for CSGD demonstrates its computational efficiency.
The CS algorithm’s faster convergence is due to its ability
to avoid getting stuck in local minima, a common challenge
faced by PSO. PSQO’s stochastic particle movements often
result in slower convergence, and its parameter sensitivity
complicates fine-tuning for a variety of problems. SBO,
while providing more structure than PSO, still struggles
with balancing exploration and exploitation, often resulting
in overfitting and reduced generalization. Additionally, the



Table 11
Performance comparison of proposed ASGD and state-of-the-art active learning techniques

Classifier Accuracy | Precision Recall F1-score | ROC-AUC PR-AUC Execution Time (s)
MCAL-SGD 0.74 0.72 0.78 0.75 0.75 0.77 174.41
CSAL-SGD 0.78 0.84 0.73 0.78 0.86 0.78 18.57

Proposed ASGD 0.82 0.76 0.91 0.83 0.83 0.91 577.53

increased computational complexity of SBO with larger
problem sizes makes it less practical for large-scale tasks.
In contrast, the proposed CSGD algorithm demonstrates
superior computational efficiency, offering both enhanced
accuracy and faster convergence. This makes it a highly ef-
fective solution for real-world optimization problems where
computational resources and time are critical constraints.

Additionally, the CS algorithm used in the proposed
CSGD offers several advantages over PSO and SBO. First,
it has an inherent ability to avoid local minima due to the
use of Levy flights for global search, enabling it to explore
the search space more effectively. The CS’s adaptive nature
also helps in balancing exploration and exploitation better
than PSO and SBO, leading to faster convergence to optimal
solutions. Moreover, the proposed CSGD algorithm is com-
putationally efficient and scales well with large datasets, as
seen from the reduced execution time compared to PSO and
SBO. This makes CSGD a highly practical choice for real-
world optimization problems where time and computational
resources are critical constraints.

4.5. Comparison of ASGD with Existing Active
Learning Techniques

This section compares the performance of the proposed
ASGD (Entropy-based AL SGD) depicted in Algorithm 1
and Figure 3 with two widely used AL techniques: Monte
Carlo AL SGD (MCAL-SGD) [14] and Core-Set AL SGD
(CSAL-SGD) [6]. The evaluation is based on several key
metrics: accuracy, precision, recall, F1-score, ROC-AUC,
PRAUC, and execution time.

Figure 13 provides a comprehensive visual compar-
ison of these methods, while Table 11 summarizes the
quantitative results. We begin with a comparison of the
ROC-AUC, which is a crucial metric for evaluating the
ability of the models to distinguish between the positive
and negative classes. As shown in Figure 13a, the proposed
ASGD achieves the highest ROC-AUC of 0.83, outperform-
ing MCAL-SGD with 0.75 and CSAL-SGD with 0.86 by
a significant margin. While CSAL-SGD achieves a high
ROC-AUC score, the proposed ASGD excels in providing
a better trade-off between sensitivity and specificity. This
performance can be attributed to the entropy-based selection
strategy of ASGD on ambiguous samples. ASGD enhances
the model’s ability to differentiate between classes, resulting
in improved performance.

Moving to PR-AUC in Figure 13b, the proposed ASGD
achieves a PR-AUC of 0.91, which is higher than both
MCAL-SGD with 0.77 and CSAL-SGD with 0.78. This
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demonstrates that ASGD not only maintains a satisfactory
balance between precision and recall but also improves the
model’s ability to identify rare positive instances, which is
critical for applications like fraud detection. The PR-AUC
score highlights ASGD’s superiority in prioritizing infor-
mative instances during AL training, thereby significantly
enhancing its ability to recognize fraud while avoiding FPs.

Next, in Figure 13c, we present a comparison of preci-
sion, recall, and F1-score across all three techniques. ASGD
stands out with the highest values for recall with 0.91
and Fl-score with 0.83, indicating that the model is very
effective in detecting fraudulent instances (TPs) without
sacrificing precision. On the other hand, CSAL-SGD shows
the highest precision with 0.84, but it is less effective in
recall with 0.73, which means it struggles to capture all
potential positive instances. The proposed ASGD strikes
a more favorable balance, ensuring that while precision is
slightly lower than CSAL-SGD, the model’s recall is far
superior, making it more robust in handling time series data.

Finally, accuracy and execution time in Figure 13d show
a clear trade-off. While ASGD achieves the highest accu-
racy of 0.82, it requires the longest execution time of 577.53
seconds compared to MCAL-SGD of 174.41 seconds and
CSAL-SGD of 18.57 seconds. This higher computational
cost is a result of the more complex entropy-based AL ap-
proach, which selects instances based on model uncertainty
and continuously adapts the model as it learns. Despite the
longer runtime, the substantial performance improvements
in accuracy, precision, recall, and F1-score make ASGD the
most effective technique for tasks where both recall and
precision are critical, and where computational resources
are not a primary limitation. Conclusively, the proposed
ASGD algorithm not only outperforms existing techniques
in terms of recall and F1-score but also excels in precision
and ROC-AUC performance. However, it comes at the cost
of higher computational resources, which is a considera-
tion for large-scale applications. Nevertheless, its ability to
balance predictive performance with high recall it an ideal
choice for challenging tasks, particularly in fraud detection
and other applications where recall is crucial for capturing
rare events.

4.6. Maximizing ASGD Model Performance with
Smart Annotations
The Table 12 shows a model’s performance metrics
based on the various annotation sizes, illustrating the effects
of variations in the number of annotated instances on accu-
racy, precision, recall, F1-score, and ROC-AUC. Annotation
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Table 12
Performance metrics for different annotation sizes
. Annotations
Metrics
2000 | 3000 | 6000 | 8000 | Full Data
Accuracy | 0.66 | 0.82 | 0.63 | 0.66 0.78
Precision 0.62 | 0.76 | 0.73 | 0.70 0.71
Recall 0.83 | 0.91 0.43 | 0.56 0.74
F1-score 0.71 0.83 | 0.54 | 0.62 0.72
ROC-AUC | 0.67 | 0.83 | 0.66 | 0.68 0.73

size and performance have a non-linear connection; the
results indicates that the optimum overall performance is
achieved with 3000 annotations, after which performance
begins to degrade with further increases in annotation size.
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Several factors contribute to this discrepancy, including
overfitting, label quality, data variety, and model learning
capacity. The ASGD model’s accuracy of 0.66, when trained
on 2000 annotations, indicates that while the data provides
some significant patterns, it is still insufficient for reliable
generalization. The ASGD model is generating a consid-
erable amount of fraudulent cases, as evidenced by the
comparatively poor precision of 0.62. The recall of 0.83
indicates that the model is very sensitive to identifying
positive cases, even at the expense of accuracy. Despite this,
the Fl-score of 0.71 highlights a lack of balance between
precision and recall, showing that the model’s predictions
are not yet well-calibrated for producing consistent results
across both dimensions. The ASGD model’s current ability
to discriminate between positive and negative classes is
moderate, according to the ROC-AUC of 0.67.



The accuracy rises to 0.82, indicating that the model
has effectively learned generalizable patterns and is op-
erating at peak performance across all measures at 3000
annotations. With a precision of 0.76, fraudulent cases have
decreased, resulting in forecasts that are more trustworthy.
The model’s recall rises to 0.91, demonstrating its ability
to accurately identify a high percentage of positive cases.
Consequently, the F1-score reaches 0.83, indicating an ideal
balance between recall and precision. When it comes to
class differentiation, the ROC-AUC of 0.83 shows the best
performance. This implies that the dataset has a balanced
representation of classes at 3000 annotations, allowing the
model to learn strong decision boundaries free from undue
bias or noise.

However, performance starts to suffer as the annotation
size grows more than 3000. At 6000 annotations, the accu-
racy drops to 0.63, significantly lower than at 3000. This
decrease implies that the model is unable to maintain high
performance because of label discrepancies or redundant
information introduced by the additional data. While the
precision remains relatively high at 0.73, it is still lower than
the precision achieved with 3000 annotations, indicating a
slight increase in FPs. It is really concerning that the model
is currently missing numerous useful instances, as seen by
the sharp drop in recall to 0.43. A significantly lower F1-
score of 0.54 results from this imbalance, indicating that the
trade-off between precision and recall is no longer reliable
at this scale.

The accuracy shows a modest improvement to 0.66
after 8000 annotations, although it is still far below the
3000 peak. The ASGD model is identifying more positive
occurrences than at 6000, but still significantly fewer than
at 3000, as evidenced by the recall improving marginally to
0.56. As a result, the F1-score increases marginally to 0.62,
although it is still far below its ideal level. Class separability
shows some recovery, as indicated by the ROC—AUC score
of 0.68, but this value still falls short of the previous peak
achieved at 3000 annotations. These variations suggest that
the ASGD model has trouble overfitting to common patterns
while underperforming at generalizing to less frequent situ-
ations when additional data is added. Lastly, the model, once
trained on the entire dataset, falls short of the peak at 3000
annotations. Although it is still below the best-performing
scenario, the accuracy reaches 0.78, which is higher than at
6000 and 8000 annotations. Though not ideal, the precision
stays at 0.71, indicating a reasonably balanced level of
fraudulent cases. The recall increases to 0.74, indicating that
the model is capturing more positive cases than in previous
larger-annotation scenarios, though still fewer than at 3000.
The trade-off between recall and precision is better with an
Fl-score of 0.72. Although it still falls short of the peak
at 3000 annotations, the ROC-AUC score of 0.73 indicates
improved class separation.
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4.7. 10-Fold Cross-Validation of Proposed ASGD
and CSGD Models
10-FCV is a statistical method that divides a dataset into
10 equal-sized subsets or folds to assess the performance of
an ML model. In each iteration, the model is tested on one
fold after being trained on nine folds [38]. In equation 20, D
iﬁ, the dataset and N represents the total number of instances

10°

Dtrain =D \ Di’ Dtest = Di (20)

The model is trained on D, and evaluated on D,
producing a metric M;, such as accuracy, precision, recall,
Fl-score, ROC-AUC, and PR-AUC. The final metric is
computed as the average across all folds using:

1
Mina = 175 2, M, @1
i=1

where Mg, represents the final averaged metric, M; de-
notes the metric value at the i-th iteration, 21.121 M, is the

total sum of the metric values over 10 iterations, and % is
the normalization factor for computing the mean.

This method is beneficial as it offers a reliable approxi-
mation of the model’s capacity to generalize to new data.
Testing on various subsets lowers the possibility of over-
fitting, ensures effective dataset use, and strikes a balance
between bias and variance. Furthermore, averaging results
across folds reduces the influence of random variations in
the data splits and provides trustworthy evaluation metrics.
The flow diagram of 10-FCV is illustrated in Figure 14.
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Figure 14: The working of 10-fold cross-validation technique

Several metrics are used in Table 13 to compare the
performance of the proposed models. The first bold value for
each metric indicates the outcome of the proposed models,
the last bold value shows an average of 10 folds, and all
other middle values indicate each fold’s value. For 10-
FCV, the dataset is divided into ten folds, and the pro-
posed models are trained and tested on different folds. This
method assesses the ASGD and CSGD models’ capacity
for generalization and lowers the possibility of overfitting.
It provides a consistent overall score for the models’ per-
formance by calculating the mean of the individual fold



Table 13

Results of proposed ASGD and CSGD with 10-fold cross-validation

Model Accuracy Precision Recall F1-Score ROC-AUC PR-AUC
SGD 0.60 0.69 0.37 0.48 0.66 61

ASGD with 0.82, 0.81, 0.76, 0.74, 0.91, 0.93, 0.83, 0.83, 0.83, 0.82, 0.90, 0.90,
10-FCV 0.67, 0.81, 0.66, 0.81, 0.68, 0.81, 0.67, 0.81, 0.77, 0.85, 0.87,0.92,
0.77, 0.60, 0.85, 0.63, 0.66, 0.49, 0.74, 0.79, 0.85, 0.75, 0.88, 0.91,

0.72, 0.79, 0.65, 0.68, 0.75, 0.96, 0.70, 0.67, 0.77, 0.68, 0.89, 0.93,

0.67,0.71, 0.64, 0.64, 0.78, 0.90, 0.77,0.75, 0.72, 0.70, 0.90, 0.87,
0.78, 0.80 0.69, 0.76 0.88, 0.90 0.80, 0.81 0.69, 0.79 0.91, 0.90

CSGD with 0.82, 0.80, 0.77,0.81, 0.88, 0.78, 0.82, 0.79, 0.86, 0.86, 0.88, 0.88,
10-FCV 0.74,0.70, 0.81, 0.76, 0.75, 0.88, 0.72, 0.66, 0.83, 0.79, 0.89, 0.90,
0.81, 0.81, 0.80, 0.80, 0.82, 0.83, 0.81, 0.81, 0.86, 0.86, 0.88, 0.91,

0.80, 0.73, 0.81, 0.79, 0.77,0.64, 0.79, 0.71, 0.86, 0.82, 0.89, 0.90,

0.78, 0.79, 0.78, 0.80, 0.70, 0.83, 0.79, 0.83, 0.85, 0.81, 0.91, 0.89,
0.80, 0.80 0.77, 0.77 0.79, 0.86 0.77, 0.81 0.79, 0.86 0.90, 0.89

results. Table 13 shows the performance of the Proposed
ASGD and CSGD models with 10-FCV against the baseline
SGD model. Both ASGD and CSGD outperform SGD in
all key metrics: accuracy, precision, recall, F1-score, ROC-
AUC, and PR-AUC. ASGD and CSGD achieve an accuracy
of 0.82, a recall of 0.91 and 0.88, and ROC-AUC values
of 0.83 and 0.86, respectively, compared to SGD’s 0.60,
0.37, and 0.66. While ASGD and CSGD require higher
execution times (577.53 and 244.43 seconds, respectively,
as given in Table 7), their superior performance justifies the
additional computational cost, particularly in tasks requiring
high precision, recall, and class separation. The adoption
of 10-FCV in our study was predetermined by a number
of reasons that coincided with the topics of this research
and the nature of the SGCC dataset. The value of 10-FCV
is good in terms of bias and variance, which is necessary
to guarantee the generalization of the model, especially in
cases of high-dimensional datasets. The proposed approach
provides stable performance estimates with minimal over-
fitting, which is of imperative importance when conducting
ETD. Furthermore, 10-FCV represents the standardized
assessment technique that can be compared to the other re-
search directly. Even though leave-one-out cross-validation
could be considered for its exhaustive evaluation by training
on nearly all data points and testing on a single one, it is
computationally expensive, especially for large datasets. It
also shows a greater variance in performance estimation
because it is so sensitive to individual data and hence not as
useful in the necessities of our study. Stateside, stratified K-
FCV guarantees that each stratum has the same percentage
of classes, which is an advantage when the datasets are com-
plex. Nevertheless, although it removes some bias compared
to standard K-FCV, 10-FCV seems to be more comprehen-
sive with more folds, consequently being more reliable and
stable in providing model performance estimates.
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4.8. Statistical Validation of ASGD and CSGD
Performance Enhancements via Paired t-Test
Analysis

The t-statistic and p-value are two essential tools for
hypothesis testing that determine if observed differences
in data are statistically significant [39]. By comparing the
observed difference to the predicted variation under the
null hypothesis, the t-statistic determines if the means of
the two groups are statistically different. If the absolute
t-statistic is large, the observed difference is unlikely to

have occurred by chance. This is complemented by the p-

value, which measures the likelihood of receiving an effect

that is at least as extreme as the one actually observed,
assuming that the null hypothesis is correct. Strong evidence
against the null hypothesis is shown by a lower p-value,
which is usually less than 0.05 and denotes the statistical
significance of the observed differences. These statistical
metrics are essential for verifying that the reported gains
are statistically significant and not the result of chance
when comparing the performance of SGD, ASGD, and

CSGD. The t-statistics and p-values presented in Table

14 demonstrate that the improvement in ASGD over con-

ventional SGD is statistically significant. Along with the

corresponding t-statistics and p-values, the table presents
important performance metrics like accuracy, precision,
recall, F1-score, and execution time. The accuracy of ASGD
indicates a significant improvement with a t-statistic of -

15.0570 and a p-value of 0.0000. With a t-statistic of -

29.0000, precision shows the largest change, confirming

ASGD’s capacity to improve the identification of fraudulent

cases. With a t-statistic of -17.6756 for the recall metric,

the increased sensitivity in identifying fraudulent cases is
evident. Furthermore, the F1 score, which strikes a balance
between recall and precision, displays a t-statistic of -

15.9217, indicating a strong improvement in overall per-

formance. The t-statistic of -25.2983 indicates a significant

difference in computational efficiency and execution time
is also significantly impacted. The efficacy of ASGD in



Table 14
Paired t-test results for ASGD and CSGD

Metric ASGD t-Statistic ASGD p-Value CSGD t-Statistic CSGD p-Value
Accuracy -15.0570 0.0000 -9.4868 0.0000
Precision -29.0000 0.0000 -9.7838 0.0000

Recall -17.6756 0.0000 -3.3017 0.0092
F1-score -15.9217 0.0000 -7.1804 0.0001

Execution Time -25.2983 0.0000 -8.8345 0.0000

maximizing classification performance is validated by the
consistently low p-values (all below 0.05), which verify
that these improvements are statistically significant. The
fundamental formula that drives ASGD’s weight update is:

0—6—n-VyoL, (22)
where 0 represents the model parameters being updated, #
is the learning rate that controls the step size of the update,
VL denotes the gradient of the loss function £ with respect
to 0, and @ < 0 —n - V,L describes the parameter update
rule in gradient-based optimization.

The statistical analysis in Table 14 shows that CSGD signifi-
cantly outperforms traditional SGD. Through the integration
of CS optimization with SGD, CSGD gains access to both
local gradient-based refinement and global search capabili-
ties. With a t-statistic of -9.4868 and a p-value of 0.0000, the
accuracy metric shows a significant improvement. With a t-
statistic of -9.7838, precision increases noticeably, demon-
strating the model’s capacity to lower misclassification
errors. The recall metric shows an enhanced capacity to
identify fraudulent cases with a t-statistic of -3.3017 and a
p-value of 0.0092. The robustness of the CSGD model is
validated by the Fl-score, which strikes a balance between
precision and recall with a t-statistic of -7.1804. Moreover,
a t-statistic of -8.8345 for execution time indicates a signif-
icant influence on computational efficiency. The efficacy of
CSGD in maximizing classification performance is demon-
strated by the consistently low p-values (all below 0.05),
which confirm that these performance gains are statistically
significant. The CSGD optimization procedure is based on
the following equation:

X! = x; 4+ f - L(A), (23)

where L(4) denotes the Lévy flight distribution, x; is the
current solution, and f is the step size scaling factor. CSGD
can better explore the solution space and break out of local
minima due to the global search method.

4.9. LIME: Enhancing Interpretability of ASGD
and CSGD Proposed Models
LIME is developed to help in understanding the pre-
dictions made by complex ML and DL models. By pro-
ducing locally interpretable explanations, it aims to explain
individual predictions for particular data points rather than
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the model predictions as a whole. By building a more
straightforward interpretable model around the neighbor-
hood of each prediction, LIME enables us to determine
which features have the highest influence [40]. This method
makes it particularly helpful when dealing with black-box
ASGD and CSGD models, which are extremely accurate
but challenging to understand. For the models to generate
predictions on the modified versions, it first slightly alters
the instance that we want to explain and produce numerous
similar instances. LIME employs these predictions to learn
a straightforward, interpretable model in the vicinity of the
initial data point. By locally simulating the behavior of
the complex model, the simpler model demonstrates which
features had the highest influence on a particular prediction.
When we concentrate on the feature that LIME selected, it
becomes clear why the proposed models generated particu-
lar predictions [41].

In this section, we present a case study based on two
specific instances selected from the ASGD and CSGD mod-
els to demonstrate the use of XAI techniques, specifically
LIME. The goal is to show how LIME decodes the decision-
making process of these models in ETD. For a better under-
standing, we analyze two instances with different influential
features. The first instance is primarily influenced by a nor-
mal user, indicating unusual energy consumption at specific
times. The second instance is influenced by irregular load
patterns, highlighting different aspects of ET behavior. By
applying LIME, we are able to identify the features that had
the greatest impact on the model’s prediction, thus providing
insights into how the ASGD and CSGD models make their
decisions. The probability prediction and summary plot
explanations are shown in Figures 15 and 16, respectively.

The Figure 15a presented here illustrates the LIME
explanation for the ASGD model’s prediction for 200"
instance. This instance was predicted as honest with a
probability of 0.65 for the Honest class and 0.35 for the
Fraudulent class. This prediction suggests that the ASGD
model has moderate confidence in classifying the instance
as honest.

Figure 15a shows the contributions of various features,
represented along the y-axis. The x-axis indicates the mag-
nitude of each feature’s contribution to the final prediction.
Negative values (blue bars) contribute towards the Honest
prediction, while positive values (orange bars) contribute
towards the Fraudulent prediction. The longer the bar, the
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Figure 15: Comparison of ASGD and CSGD predictions for electricity theft detection on different instances.

more influential that feature is in determining the final
classification.

From the plot, the following key observations can be
made: the feature 2014/6/23 > —0.08 with value of
+0.09 contributes significantly to the Honest prediction.
The negative value indicates that the consumption pattern
on 2014/6/23 was consistent with regular, non-fraudulent
behavior. The absence of any sudden drops or abnormal
spikes in consumption suggests legitimate electricity us-
age. Another feature 2016/9/30 > —0.07 with value of
+0.06: the feature also contributes negatively to the Honest
classification. The consumption pattern during this period
is stable and regular, reinforcing the model’s decision that
the instance is honest. Similarly, features 2015/5/2 > -0.08
and 2016/8/12 > -0.05 with values of +0.05; these feature
also reflects a stable consumption period. The ASGD model
associates this with an honest classification, as there are no
irregularities in usage.

On the other hand, feature 2014/5/7 > —0.03 with
the value of -0.11 contributes significantly to the Fraudu-
lent classification. The positive contribution indicates that
consumption during this period deviated from the norm,
possibly indicating suspicious or fraudulent behavior. Sim-
ilarly, features 2014/1/13 > —0.03 and 2016/10/31 >
—0.06 with values of -0.07 contribute positively, suggesting
that consumption during this period was anomalous, further
supporting the fraudulent classification. Moreover, feature
2014/3/7 > —0.06 and 2014/4/5 > -0.06 with values of
-0.08 and -0.06 contribute to the Fraudulent prediction.
The model notes irregular consumption during this time,
contributing to a higher likelihood of fraud.

In conclusion, the LIME explanation plot for this in-
stance demonstrates that the Honest prediction is driven by
several features that show stable, consistent consumption,
such as 2014/6/23 > —0.08 and 2016/9/30 > —0.07,
which contribute negatively to the final classification. How-
ever, there are also features, such as 2014/5/7 > —0.03 and
2014/3/7 > —0.06, that contribute positively, suggesting
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periods of irregular consumption that lean towards the
Fraudulent class.

The model’s prediction of Honest usage with a prob-
ability of 0.65 indicates that while there are some signs
of irregular consumption, the majority of features indicate
normal usage. The LIME explanation helps us understand
how individual features contribute to the prediction, provid-
ing transparency into the model’s decision-making process
and enabling stakeholders to interpret the ASGD model’s
predictions more effectively. This transparency is crucial
for validating the ASGD model’s predictions and making
informed decisions in real-world applications such as ETD,
where understanding the influence of each feature is key to
improving the model’s reliability.

The Figure 15b presented here illustrates the LIME
explanation for the CSGD model’s prediction for the 400"
instance in the dataset. In this case, the instance was pre-
dicted to be fraudulent with a high probability of 0.85 for the
Fraudulent class and 0.15 for the Honest class, indicating
that the CSGD model was confident in its classification.

Figure 15b shows the contributions of various features
to the CSGD model’s decision, with the x — axis repre-
senting the magnitude of the feature contributions. Positive
values (blue bars) push the prediction towards Honest, while
negative values (orange bars) push it towards Fraudulent.
The y — axis displays the features, which are time-based
consumption intervals. The magnitude of the bars shows the
level of influence each feature had on the final prediction.

From the LIME explanation, we can observe that several
features contributed positively to the Honest classification,
where he feature —0.10 < 2015/5/6 <= ... contributed
a positive value of +0.06, indicating that this consumption
pattern was typical and not indicative of fraudulent activity.
Similarly, the feature —0.12 < 2016/7/11 <= ... had a
positive contribution of +0.04, suggesting that stable usage
during this period reinforced the CSGD model’s prediction
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Figure 16: Comparison of summary plots for ASGD and CSGD predictions in electricity theft detection.

of honest behavior, supporting the conclusion that the con-
sumption pattern during this period was normal and legiti-
mate. Moreover, features such as —0.24 < 2014/8/28 <=
..and —0.11 < 2016/10/17 <= ... had smaller but still
positive contributions of +0.04 and +0.03, respectively, in-
dicating that regular consumption over these periods helped
the model classify the instance as honest. Finally, the feature
—0.09 < 2016/3/23 <= ... contributed a small positive
value of +0.03, further supporting the prediction of honest
consumption.

On the other hand, there were a few features that
contributed negatively to the prediction, the feature —0.13 <
2016/9/15 <= ... contributed a small negative value of
-0.05, slightly favoring the Fraudulent prediction. How-
ever, this was not strong enough to overturn the model’s
overall classification of Fraudulent. Similarly, the feature
2014/5/11 <= -0.19 also had a negative contribution
of -0.05, but its impact was increased. Another feature,
—0.13 < 2016/8/26 <= ..., contributed a negative value of
-0.03, which, although negative, was still significant enough
to affect the final prediction.

In conclusion, the LIME plot for the 400th instance
reveals that the majority of features contributed negatively
to the Fraudulent classification, with fluctuating and un-
predictable consumption patterns being the main factors.
Features like —0.13 < 2016/9/15 <= ... and —0.19 <
2014/5/11 <= ... were key contributors, with the model
assigning a high confidence score of 0.85 to the Fraudulent
prediction. The positive contributions from features like
—0.10 < 2015/5/6 <= ... and 2016/7/11 <= —0.12 had
only a minimal impact, not enough to change the CSGD
model’s decision.

This explanation provides transparency into the model’s
reasoning, helping stakeholders understand which features
influence the model’s predictions and how they contribute
to the classification of legitimate electricity usage.

The Figure 16a presented here illustrates the LIME
explanation for the ASGD model’s prediction for the 200th
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instance in the dataset. The LIME plot shows the contribu-
tions of various features, where positive values (indicated
by green bars) contribute towards the Honest class, and
negative values (indicated by red bars) contribute towards
the Honest class.

The x — axis in the Figure 16a represents the magnitude
of each feature’s contribution, and the y — axis lists the
time-based features corresponding to different consumption
intervals. By examining this plot, we can understand the
individual contributions of various consumption features
towards the ASGD model’s decision.

The feature 2014/5/7 > —0.03 with value if 0.09
contributes positively to the prediction, suggesting that the
consumption pattern during this time period is inconsistent
with irregular and illegitimate usage. The ASGD model
interprets this feature as indicative of Fraudulent behavior,
and its positive contribution reinforces the fraudulent classi-
fication. In contrast, feature 2014/6/23 > —0.08 with value
of 0.09 corresponding to consumption during 2014/6/23,
contributes negatively to the Honest prediction. The ASGD
model associates stable, non-anomalous usage with le-
gitimate consumption. Moreover, features 2014/1/13 >
-0.03, 2016/10/31 > -0.06, and 2014/3/7 > -0.06
with values of 0.07, 0.07, and 0.08 reflect unstable con-
sumption periods that positively support the Fraudulent
classification. Consumption data from these features also
contributes positively, suggesting irregular usage, which the
ASGD model associates with fraudulent behavior. Finally,
features 2016/9/30 > -0.07, 2015/5/2 > -0.08, and
2016/8/12 > —0.05 with values of 0.06, 0.05, and 0.05
contributes negatively to the ASGD model’s decision,
suggesting another regularity in the consumption pattern
that the model associates with honest behavior.

The LIME explanation for the 200" instance in the
ASGD model shows that the Honest classification is pri-
marily driven by features such as 2014/6/23 > —0.030,
2016/9/30 > —0.06, and 2015/5/2 > —0.05, which all
contribute negatively to the final prediction. These features



reflect stable and consistent electricity consumption, which
the model interprets as legitimate usage.

Although there are positive contributions from features
like 2014/5/7 > —0.11 and 2014/3/7 > -0.08, these
irregularities do not overpower the negative contributions
from stable usage features. The overall prediction remains
Honest, with the majority of the contributing features indi-
cating regular consumption patterns. The LIME explanation
helps to clarify the ASGD model’s decision-making process
by providing insight into how specific features, such as
stable consumption periods, influence the classification of
honest electricity usage. This transparency is crucial for un-
derstanding and interpreting the ASGD model’s predictions,
especially in the context of detecting ET.

The Figure 16b presented here shows the LIME explana-
tion for the CSGD model’s prediction for the 400th instance
in the dataset. The plot represents the feature contributions
to the CSGD model’s prediction, where positive values
(indicated by green bars) push the prediction towards the
Fraudulent class, and negative values (indicated by red bars)
push it towards the Honest class.

From the plot, we observe the following features con-
tributing to the honest prediction, the feature —0.10 <
2015/5/6 <= ... shows a negative contribution of +0.08
towards the honest prediction. This suggests that the con-
sumption pattern during this period is consistent with nor-

mal, non-fraudulent usage. Similarly, the feature 2016/7/11 <=

—0.19 contributed a negative value of +0.05, indicating
normal usage during this time period, reinforcing the
prediction of honest behavior. Another feature, —0.11 <
2016/10/17 <= ... also had a positive contribution of
+0.07. This feature reflects consistent usage without devia-
tions, further supporting the honest classification. Addition-
ally, the features —0.09 < 2016/3/23 <= ... and —0.24 <
2014/8/28 <= ... also had small positive contributions,
with values of +0.04 and +0.10, respectively. These features
show regular consumption during the specified periods,
which the model associates with legitimate electricity usage.

On the other hand, several features contributed posi-
tively to the fraudulent classification, the feature —0.13 <
2016/9/15 <= ... contributed negatively with a value of
-0.03. This suggests a slight deviation from the expected
consumption pattern during this period, though its impact
on the final classification was higher. The feature —0.19 <
2016/5/11 <= ... had a larger negative contribution of
-0.06, indicating some irregularities in the consumption
behavior during this period. However, this feature’s negative
contribution was strong enough to change the overall predic-
tion to the fraudulent class. Several other features, such as
—0.19 < 2014/3/15 <= ... and —0.13 < 2016/8/26 <=
..., also contributed negatively, with values of -0.06 and -
0.04, respectively. Despite these negative impacts, the over-
all contribution of the positive features was stronger, leading
to the final prediction of fraudulent usage.

In conclusion, the LIME plot for the 400th instance
demonstrates that the CSGD model’s classification of fraud-
ulent electricity usage is primarily driven by unstable and
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unpredictable consumption patterns, such as those observed
in —0.13 < 2016/9/15 <= ... and 2014/5/11 <= -0.19.
These features contributed positively to the fraudulent clas-
sification. While a few features, like —0.10 < 2015/5/6 <=
...and —-0.12 < 2016/7/11 <= ..., contributed negatively,
their effects were minimal compared to the overall positive
contributions. This explains why the CSGD model classified
the instance as fraudulent with a high confidence of 0.85.
The LIME explanation helps to understand how individual
features influenced the CSGD model’s decision and pro-
vides transparency into the decision-making process.

4.10. SHAP: Enhancing Explainability of ASGD
and CSGD Proposed Models
The objective of the cooperative game theory of SHAP
is to fairly allocate the prediction among the features.
SHAP uses Shapley values, which come from the idea of
equitable distribution in cooperative games. For a feature
i, the Shapley value is calculated by taking into account
every possible feature combination and assessing the feature
contributions to the output [42]. Mathematically, Shapley
value for the feature i is calculated using:

(= )

SCN\{i}

ISI/(|N| = [S]=1)!
IN]!

[f(Su{ih) - f(S],

(24)

where ¢;(f) denotes the Shapley value of feature i for the
model f, N is the set of all features, .S represents a subset
of features excluding feature i, f(.S) represents the model’s
prediction when just the features from subset S are present,
f(S U {i}) is the ASGD and CSGD model’s prediction
when the feature i is added to the subset S, || is the
number of features in subset .S, and |N| denotes the total
number of features. Each feature’s contribution is assessed
across all potential feature combinations, providing a fair
and consistent explanation of how each feature affects the
model’s output. SHAP’s additive nature ensures that the
difference between both models’ predicted and expected
value of the output (often referred to as the base value) is
equal to the sum of the Shapley values of all features using:

IN|

F)=¢o+ Y, () (25)
i=1

where ¢y is the base value, and the difference between the
prediction and the base value is equal to the sum of the
Shapley values for all features. By breaking down the pre-
diction into contributions from each feature, SHAP allows
not only to comprehend the relative importance of each
feature but also provides a clear and comprehensive picture
of the ASGD and CSGD model’s behavior. Figures 17, 18,
and 19, present the beeswarm plot, waterfall plot, and force
plot for ASGD and CSGD, respectively, which are used to
analyze the feature importance, model prediction behavior,
and decision-making process both locally and globally in
ETD.
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Figure 17: Explanations of beeswarm plots for ASGD and CSGD predictions in electricity theft detection.

The beeswarm plot shown in Figure 17a is used to
display the ASGD model SHAP values. The x — axis rep-
resents the different features, such as 2014/5/7, 2016/5/3,
and 2016/8/13, etc., while the y — axis shows the range
of feature values, with the plot providing insights into the
spread and density of feature values across these features.
The plot covers a range of values for each time interval,
with some features showing relatively high concentrations
(e.g., 2014/5/7), while others have a more uniform or
less concentrated distribution (e.g., 2016/5/25). The distri-
bution appears to vary across features, which may reflect
fluctuations in electricity consumption patterns over time,
with certain periods showing more regular or predictable
consumption, while others display more variability. The
2016/5/3 feature values for this period are concentrated in
the middle range of the y-axis, suggesting that consumption
during this time was relatively stable. The model might
consider such stable consumption periods as indicators of
legitimate (honest) usage. Similarly, feature 2016/8/13
shows a broader distribution of values, with some values
extending toward both high and low ends of the scale. This
might indicate periods of irregular consumption that could
be indicative of fraudulent activity, as a broader range of
consumption values often suggests irregularities in usage
patterns. In contrast, 2016/10/11 feature values here appear
more concentrated in the lower range, suggesting lower-
than-usual consumption during this period. This could in-
dicate reduced consumption, possibly due to external fac-
tors like seasonal variations, which the ASGD model may
interpret as either normal or indicative of honest usage.
By examining the distribution of feature values across time
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intervals, the ASGD model gains a better understanding
of typical usage patterns and can more accurately clas-
sify electricity consumption as honest or fraudulent. The
beeswarm plot serves as a valuable tool for interpreting the
spread of feature values and their relationship with the final
predictions made by the ASGD model.

The Figure 17b presented here illustrates the SHAP
beeswarm plot for the CSGD model’s predictions. This plot
shows the distribution of SHAP values for each feature
over all instances, which helps in understanding how each
feature impacts the model’s predictions across the entire
dataset. The y-axis lists the features corresponding to differ-
ent time-based intervals, such as 2014/10/10, 2016/2/7,
and 2016/10/30. These represent various time periods of
electricity consumption. The x — axis represents the SHAP
values, which quantify the impact of each feature on the
CSGD model’s output. Negative SHAP values (indicated
by the red part of the plot) push the prediction towards
higher values (likely indicating honest behavior), while
positive SHAP values (shown by the blue part) push it
towards lower values (likely indicating fraudulent behav-
ior). Each point along the x — axis represents the SHAP
value of a specific feature for a given instance. The color
gradient from blue (low feature values) to red (high fea-
ture values) indicates the range of feature values for each
feature, providing insight into how different levels of a
feature influence the CSGD model’s predictions. Features
including 2014/10/10, 2016/10/14, 2016/6/9, etc., are
located towards the lower range of SHAP values, indicat-
ing that it predominantly influences the prediction towards
Honest behavior. The distribution of points for this feature
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Figure 18: Comparison of waterfall plots for ASGD and CSGD predictions in electricity theft detection.

is centered around negative SHAP values, reflecting that the
CSGD model considers the consumption pattern during this
period. These features also show distributions of SHAP val-
ues that lean more towards negative values, suggesting that
the CSGD model associates these periods with more typical,
honest behavior. In contrast, features including 2016/2/7,
2016/10/30, 2016/10/31, etc., have a relatively balanced
distribution, with both positive and negative SHAP values.
This indicates that the CSGD model associates this feature
with both Honest and Fraudulent behavior, depending
on the consumption context. These features show a wide
spread of SHAP values, with points scattered across both
negative and positive values. This suggests that the model
sees these time periods as more ambiguous or possibly
irregular, indicating a mix of honest and fraudulent patterns
depending on the specific instances of consumption.

The waterfall plot in Figure 18a shows the way various
features affect the ASGD model’s predictions. A feature’s
importance to the model’s decision-making process is indi-
cated by the intensity of each bar that reflects that feature.
Increased bar features have a major impact on whether an
instance is categorized as fraudulent or honest. The ASGD
model’s predictions are easier to understand due to the wa-
terfall plot; it also demonstrates the most crucial features for
classification, and the ASGD AL strategy gives priority to
difficult and uncertain instances. Features like 2014/2/28,
2016/6/3, 2014/7/4, and 2014/7/28 are the most con-
tributing features from the negative (honest) class, have
the highest SHAP values, and favorably impact the ASGD
model’s classification. Similarly, features like 2014/5/14,
2016/8/13, 2014/1/7, and 2014/7/5 are the most con-
tributing features from the positive fraudulent class. Fur-
thermore, the prediction is reinforced by the significant con-
tributions made by 2014/5/7 and 2016/8/13. In contrast,
the features that contribute the least, like 2014/7/5 and
2014/7/9, have little bearing on the choice made in the
end and barely affect the ASGD model’s prediction. The
cumulative sum of these contributions results in a final pre-
diction value of 5974.721, with the model’s output function
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f(x) = 329.259. This final prediction value suggests that
the instance is most likely classified as Honest.

A waterfall plot for the CSGD model is presented in
Figure 18b. The x — axis displays different dataset features,
while the y—axis shows the mean absolute SHAP values. To
influence the CSGD model predictions, which are essential
for identifying ET, highlights the features according to their
significance. The degree to which a feature influences the
model’s output is indicated by each bar’s length and its
values. The plot shows that the most important features,
those with higher SHAP values, have a greater impact on
identifying whether an incident is considered fraudulent or
honest. 2016/2/7, 2014/10/10, and 2016/10/31 are the
most contributing features with the highest SHAP values
that have a major effect on the classification. On the other
hand, features with lower SHAP values, like 2016/6/21 and
2014/2/28, have little bearing on the choice. The CSGD
model makes use of these high-impact features to produce
predictions that are more accurate due to its effective data
handling and strong learning methodology. CSGD enhances
decision boundaries, particularly in complex and imbal-
anced datasets like those used for ETD, by concentrating
on the most illuminating instances. The positive contri-
butions from features such as 2014/2/28 with (+32.03)
and 2016/10/21 with (+24.14) push the prediction toward
the honest classification, reinforcing the CSGD model’s
decision. The final prediction value is E[f(X)] = 150.985,
which is derived from these contributions. The waterfall
plot provides a clear visualization of how the ASGD model
arrives at its final prediction by showing the impact of each
feature.

Figure 19a displays a force plot for utilizing ASGD
for ETD. The plot visually explains the ASGD model’s
classification of the specific 1% instance. The SHAP values
assigned to each feature demonstrate the individual feature’s
effect on the final prediction. Features are ranked based
on the feature contribution to the ASGD model’s output.
The base value on the plot is -329.26, representing the
initial or default prediction before considering any features.



higher &— lower

-3. 403e+4 -3. 403€+4 -3. 403e+4 -3. 403€+4 -1 403e+4

“f

329 26

base value
975

2. 597e+4 4. 597e+4 6. 597e+4 6. 5973*4

Km»)
2016/5/2 2016/3/30 2016/8/13

2016/5/3 2014/57 9% 2016/5/25 2016/10/7 2016/6/13 2016/7/21 | 2016/6/2

(a) Force plot of class 0 for ASGD in electricity theft detection

higher — lower

X)
-240.82
T

base value
151 50.99

49.01 149

451 -351
D> > > > > L LK
2016/6/9 2016/2/8 | 2016/10/30 | 2016/2/7 2014/1010 %44 2016/7/4 2016/6/1 2016/3/12 | 2016/10/21 | 2016/6/16

(b) Force plot of class 0 for CSGD in electricity theft detection

Figure 19: Comparison of force plots for class 0 of ASGD and CSGD in electricity theft detection.

Each feature then pushes this base value either higher or
lower, with positive values contributing to a higher pre-
dicted output, and negative values pushing the prediction
lower. The final predicted value of the instance is shown
to be around 6.597e+4. This final prediction is reached
by summing the contributions of various features over
time. Features including 2014/5/7,2016/5/3, 2016/8/13,
2016/3/30, and 2016/5/2 have negative contributions to-
wards the ASGD model’s final prediction, pushing the value
slightly higher. This indicates that the model saw this period
as having legitimate usage, contributing positively to the
classification. In contrast, features including 2016/5/25,
2016/10/16, 2016/6/13, 2016/7/21, and 2016/6/2 have
significant positive contributions, further increasing the pre-
diction. This reinforces the decision towards fraudulent
usage during these periods. The final prediction is shown to
be approximately 6.597e+4, which reflects the cumulative
effect of all the features. The force plot helps to visualize
how each feature impacts the final prediction for the given
1%? instance. This transparency into the model’s decision-
making process allows for a better understanding and inter-
pretation of how individual consumption features influence
the overall prediction of electricity usage.

The Figure 19b presented here illustrates the force plot
for the CSGD model’s prediction for a 0" instance. Force
plots visualize how individual features push the model’s
prediction higher or lower relative to a base value. In this
case, the base value is -240.82, representing the starting
point before any feature contributions are considered. The
force plot shows how each feature influences the final pre-
diction. Positive contributions (shown in blue) push the pre-
diction higher, while negative contributions (shown in red)
pull the prediction lower. Features including 2014/10/10,
2016/2/7, 2016/10/30, 2016/2/8, and 2016/6/9 have
negative contributions towards the CSGD model’s final
prediction, pushing the value slightly higher. This indicates
that the model saw this period as having legitimate us-
age, contributing positively to the classification. In con-
trast, features including 2014/7/4, 2016/6/1, 2016/3/12,
2016/10/21, and 2016/6/16 have significant positive con-
tributions, further increasing the prediction. The force plot
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provides valuable insights into how individual features in-
fluence the model’s predictions. Stable, predictable con-
sumption patterns, such as those observed on 2014/10/10
and 2016/2 /7, contribute positively to the prediction, while
features like 2016/2/8 and 2016/6/9 with irregular con-
sumption patterns pull the prediction downward, indicating
potential fraud. The force plot effectively visualizes the
model’s reasoning by illustrating how the individual time-
based consumption features push the final decision towards
either honest or fraudulent classifications.

In cases where SHAP and LIME provide conflicting
feature importance rankings, stakeholders should under-
stand the difference between the two techniques: SHAP
offers a global explanation based on the overall behavior
of the model, while LIME provides a local explanation,
focusing on specific predictions. If SHAP ranks a feature
as highly important while LIME does not, this can indicate
that the feature plays an important role across the dataset
but may not be influential in specific, local predictions.
Stakeholders should consider the context when interpreting
these discrepancies, taking into account whether a global or
local understanding of feature importance is more critical
for their needs.

4.11. Critical Analysis of LIME and SHAP

Two popular explainable Al techniques are LIME and
SHAP. SHAP seeks to increase the transparency of ML
models by offering explanations for their predictions. How-
ever, there are significant differences between their un-
derlying methodologies, scope, and reliability. SHAP ad-
dresses some of LIME’s inherent limitations. LIME is
an interpretable model that usually uses LR to locally
approximate the decision boundary of a complex model
to explain individual predictions. By generating slightly
altered versions of the original instance, it modifies the
input data and tracks the resulting changes in the model’s
output. By giving features importance weights based on
these perturbations, LIME effectively identifies the features
that had the highest impact on the prediction. LIME has
several drawbacks. If the method is repeated on the same
data point, its dependence on random alterations to the



provided data yields inconsistent outcomes. The local area
surrounding the instance is not always linear, particularly
if the decision surface of the model is extremely non-
linear. Furthermore, user-defined parameters, like the kernel
function and distance metrics, significantly affect the way
in which LIME explains things, and choosing them isn’t
always obvious. Due to the need to create and assess several
perturbations for every explanation, the method is also
computationally costly.

However, SHAP offers a theoretically supported framework
for determining each feature’s contributions to a predic-
tion by expanding on the idea of Shapley values from
cooperative game theory. It ensures that feature attributions
are fair, consistent, and interpretable globally by taking
into account all potential feature subsets when calculating
their marginal contribution. In contrast to LIME, SHAP
gives a global interpretability of feature importance for
the complete dataset in addition to local explanations for
particular instances. Several LIME drawbacks are addressed
by SHAP. Because it depends on Shapley values, feature
attributions are reliable and consistent. For example, if a
model is modified in a way that increases the impact of
a feature, SHAP will appropriately reflect this change. It
can also handle a variety of model types, such as ensem-
ble methods, neural networks, and tree-based models, by
combining multiple interpretability techniques into a single
framework.

Both techniques improve the black-box models’ inter-
pretability, making predictions that stakeholders, like utility
companies, can comprehend. SHAP provides insight into
specific features, like daily patterns of electricity consump-
tion, affecting the predictions feature, and LIME assists
in validating specific theft cases. SHAP determines which
features are most important in differentiating between theft
and honest cases. This aids in improving feature engineering
procedures, which improves the proposed models’ perfor-
mance.

4.12. Relationship between LIME, SHAP, and
Influential Components of the Proposed
Framework

In response to Reviewer 5’s concern regarding the rela-
tionship between the interpretable Al methods LIME and
SHAP and the other components of the proposed frame-
work, we further elaborate on their roles. LIME and SHAP
are both integral to the interpretability and transparency of
the ASGD and CSGD models in ETD.

LIME is used to provide local interpretability for indi-
vidual predictions made by the ASGD and CSGD models.
By approximating the decision boundary around specific
data points, LIME enables stakeholders to understand why
the model classifies certain instances as fraudulent or hon-
est, making the model’s decisions more transparent to stake-
holders. This localized explanation is particularly beneficial
in ETD, where identifying the reasoning behind individual
predictions is crucial for validation and trust.
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SHAP, on the other hand, offers both local and global
interpretability. In our framework, SHAP is used to analyze
the global feature importance across the entire dataset,
helping to understand which features contribute most to
detecting ET. Additionally, SHAP values are used to track
the influence of each feature in the decision-making process
of ASGD and CSGD, providing a comprehensive overview
of the model’s behavior and ensuring that the results are
interpretable across all instances.

These interpretability methods are aligned with the
framework’s goal of ensuring fairness, transparency, and
trust in the model’s decisions. The integration of LIME
and SHAP with the ASGD and CSGD models enhances
their usability, making them more accessible to utility com-
panies, regulators, and other stakeholders who require an
understanding of the models’ inner workings to act on fraud
detection outcomes confidently. Moreover, these methods
complement the optimization techniques used in the models,
such as AL and optimization algorithms, by providing
transparency on how these techniques contribute to the final
predictions.

Thus, the interpretability methods LIME and SHAP
are not only crucial for enhancing the trustworthiness of
the proposed ETD models but also closely relate to the
overall optimization framework that includes the use of
AL and optimization techniques in improving the model’s
accuracy, efficiency, and performance. This dual approach
of providing both local and global interpretability helps
mitigate the challenges of data imbalance and computational
efficiency, which are pivotal in real-world ETD applications.

5. Conclusion and Future Work

In this study, novel methods for ETD were proposed
using the highly imbalanced SGCC dataset. The LoRAS
oversampling technique is utilized to balance the dataset,
ensuring equitable representation of both majority and mi-
nority classes. To enhance classification performance, we
proposed two novel models, ASGD and CSGD. ASGD
integrates SGD and entropy-based AL, which improves
classification boundaries and produces better results by
giving priority to uncertain instances. ASGD outperformed
the conventional model by achieving an accuracy of 0.82,
an Fl-score of 0.83, and PR-AUC of 0.91. Similarly, CSGD
combines CS with SGD to efficiently explore parameter
spaces and adjust to non-linear relationships, resulting in
high recall and precision. CSGD’s strong classification abil-
ity is demonstrated by an accuracy of 0.81, an Fl-score of
0.82, and PR-AUC of 0.90. The performance of the ASGD
and CSGD models was validated using 10-FCV, ensuring a
robust evaluation. The statistical significance of ASGD and
CSGD was confirmed using a t-test. Furthermore, LIME and
SHAP, two XAl techniques, were used to evaluate the inter-
pretability and explainability of the proposed models. These
methods validate model decisions, improve transparency,
and shed light on the significance of features.



In the future, we can enhance the performance of the
proposed models by utilizing advanced data augmentation,
feature engineering, and transfer learning techniques. The
model’s robustness and generalizability will also be as-
sessed by applying them to a variety of datasets.
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