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Abstract: In this paper, two algorithms enhanced differential evolution (EDE)
and adaptive EDE (AEDE) are proposed. The proposed algorithms improve
the robustness of the IoT network without changing the degree distribution of
nodes. The EDE algorithm maintains the diversity in a solution space through
the tri-vector mutation operation and explores the hidden areas. The crossover
phase makes the algorithm’s convergence fast towards the global optima.
The AEDE dynamically changes the probabilities of multiple operations of
the EDE with the changing environment. Also, it maintains the balance
between the diversity of solution space and the convergence speed through
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adaptive probabilities. The EDE performs 7.13%, 31.6% and 41.8% better as
compared to GA, SA and HA, respectively. The AEDE outperforms the GA,
SA and HA with 11%, 35.3% and 45.4% better efficiency, respectively. The
proposed algorithms outperform existing algorithms in terms of robustness
and convergence speed.
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1 Introduction
The internet of things (IoTs) has become the favorite topic of researchers since the start
of automation (Collier, 2015). The development of the IoT technology has enabled the
manufacturing of low cost sensors, which have the ability to sense multiple attributes.
After the evolution of sensors, it became easy to use them in multiple fields including
healthcare services, transportation networks, agriculture, industrial automation, security
systems (Waluyo et al., 2012; Sultana et al., 2020) and smart grids (Taniar et al., 2008).
The internet was initially formed to connect the people. However, after the evolution
of the sensors, more machines are now connected to the internet (Adhinugraha et al.,
2020). It includes sensors, smart devices and communication infrastructure. The IoT
networks enable the automated monitoring and response in many critical fields, which
includes the following.
•

The healthcare automation monitors the health of patients and initiates or rings
alarms at the hospitals in case of any emergency along with the automated
ambulance’s response.

•

The transportation systems include the automated schedules and the guiding paths
for the trains and the aeroplanes and road navigation systems for driver-less cars.

•

The agricultural machinery is automated based on the sensors that are self
sufficient to take care of the crops.
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•

The security automation is mainly based on the sensors and requires automated
response in case of any violation.

•

The industrial machines are automated for large scale production with less
manpower.

•

The homes are automated and made smart to detect and balance the
environmental attributes.

All automation is combined together to give the concept of the smart cities. The
IoT enabled smart cities are running very sensitive user specific applications that are
designed to cater critical issues. Robustness of the IoT network is most important due
to dependence of critical applications on it. Any failure in the IoT network disturbs
the dependent application and can result in life threatening and costly damages. Due
to increase in the IoT-based applications, a large number of devices and sensors are
becoming part of the IoT network (Collier, 2015). According to a survey, 50 million
new connections are made till 2020 and there is an exponential increase in the IoT
devices with the passage of time (Collier, 2015). These devices make the IoT networks
massive. Due to increasing number of applications, other networks are also becoming
a part of the IoT network, such as the cellular network of fifth generation that forms
the base of artificial intelligence (Tsai et al., 2015; Javaid et al., 2018), flying ad hoc
network that automates the aerospace and unmanned aerial vehicle’s (UAVs) response
(Zafar and Khan, 2016), the ad hoc networks (Qiu et al., 2017a), the heterogeneous
sensor networks (Latif et al., 2020; Awais et al., 2019), the hybrid mobile networks
(Han et al., 2017; Waluyo et al., 2009) and for security in UWSNs (Javaid et al.,
2017a). With the increase in number of nodes, the IoT network becomes more complex
and sensitive to the physical topology attacks. The resilience of the IoT network
against the random and targeted attacks is of critical importance as the IoT-based smart
cities are generating sensitive data on a large scale (Qiu et al., 2017b). The complex
network theory effectively deals with the large scale networks and it has two main
network models (Liu et al., 2018). One is a scale-free and the second is a small-world.
The scale-free networks are largely used and found effective for modelling of the
homogeneous networks. They have the properties of high clustering coefficient and
small average path length (Qiu et al., 2017c). Numerous applications are presented in the
scale-free networks, which include the mobile networks, the wireless sensor networks
(WSNs), the ad hoc networks (Nghiem et al., 2013), the underwater WSNs (Javaid
et al., 2017b) and the IoT networks (Qiu et al., 2017c). In the IoT network, sensors have
the similar communication’s ranges, the bandwidths and the processing capabilities (Qiu
et al., 2017b). These attributes make the IoT networks of homogeneous nature. The IoT
networks are scale-free in nature where node’s edges follow the power law distribution
(Qiu et al., 2017b). In the scale-free networks, a large number of nodes have high degree
in proportion to the low degree nodes. Fewer high degree nodes and large number of low
degree nodes make the scale-free networks robust against the random attacks, which are
highly vulnerable to the targeted attacks (Li et al., 2012; Chen et al., 2020; Qiu et al.,
2020; Hu and Li, 2020; Chen et al., 2019). The high degree nodes act as hubs in the
scale-free networks and the destruction of the high degree nodes leads to the destruction
of large number of edges at the same time. The aforementioned phenomenon leads to
the rapid fragmentation of the network (Herrmann et al., 2011; Buesser et al., 2011).
The attackers achieve their desired goal to paralyse the IoT scale-free network by less
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number of attacks and in less time if attack is targeted to high degree nodes (Li et al.,
2012; Chen et al., 2020; Qiu et al., 2020; Hu and Li, 2020; Chen et al., 2019). The
low degree nodes are present in large number where the random attacks do not affect
the scale-free network. Enhancing the robustness of scale-free networks is of critical
importance and a vital need for the IoT network (Qiu et al., 2017b).
Previously, many researchers have employed the evolutionary heuristic algorithms to
improve the robustness of the scale-free networks and for managing smart homes (Qiu
et al., 2017b; Zhou and Liu, 2014; Hussain et al., 2018). However, previous algorithms
suffer from the premature convergence and get stuck into the local optima. Most of the
algorithms cannot efficiently explore the hidden strengths of search space and the global
optimum results from the solution space (Qiu et al., 2017b). Moreover, few algorithms
improve the robustness by adding the additional edges between the nodes. The additional
edges result in increasing the computational cost, bandwidth and power consumption of
the nodes and are not suitable for large scale networks (Qiu et al., 2017c). In this article,
we have made an attempt to achieve the topology robustness of the scale-free networks
through enhanced differential evolution (EDE) and adaptive EDE (AEDE). The EDE is
the one of the evolutionary algorithms from the heuristic schemes. It is well known for
its strengths to explore the diversity in the solution space along with the convergence
towards the global optima. Upto the best of our knowledge, it is the first attempt
to use the EDE evolutionary algorithm for achieving the robustness of the scale-free
IoT networks. Herrmann et al. (2011) observe that scale-free topologies forming the
onion-like assembly are more robust against malicious, intentional and targeted attacks.
The onion-like topologies are the clusters of high degree nodes that form the core of
the onion. The onion-like topologies have the following characteristics.
•

High degree nodes form the core of the onion.

•

Same degree nodes connect with each other and form the rings.

•

The degree of the nodes decreases while moving towards the outer side of the
ring.

•

A large number of low degree nodes are at outer side of the ring and act as a
protection layer for the high degree core nodes.

We have proposed a novel system for an IoT network to improve the robustness of the
scale-free networks without changing the nodes’ degree distribution. The EDE is based
on five phases that enable it to explore the hidden strengths of the solution space and
help in convergence towards the global optima efficiently (Arafa et al., 2014). Whereas,
AEDE uses the adaptive probabilities, which make the system free from the fixed
manual probabilities. The values of probabilities are dynamically updated according to
the changing parameters of the environment.
The rest of the article is organised as follows. Section 2 explains the existing
work for the IoT and the scale-free networks, Section 3 discusses the proposed system
model and data flow from endpoint sensors or devices to the big data servers in smart
cities’ cloud. Subsection 3.1 explains the salient characteristics and the mechanism of
EDE. Mapping of the EDE to the IoT environment and its working are explained in
Subsections 3.2 and 3.3, respectively. The comparison of the proposed work with the
existing techniques and their detailed analysis is presented in Section 4. Finally, the
conclusion is given in Section 5.
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2 Related work
Most of the real-time networks including the IoT networks are observed to be scale-free
in nature where the deployed nodes follow the power law distribution. Barabási and
Albert (1999) study the behaviour of networks that follow the phenomenon of power
law distribution and propose a model called as Barabási-Albert (BA) model. It is also
based on the following criteria.
•

A new node joins the existing network in steps. A single node joins the network
in each step based on Nexisting < N . Where Nexisting is the existing number of
nodes in the network and N is the total number of nodes. A node, which is not
fulfilling the criteria is not allowed to join the network (Qiu et al., 2017b; Qureshi
et al., 2019).

•

Whenever a new node joins the network, it calculates the degrees of all nodes
within the communication range. It prefers the existing nodes in the
communication range based on the probability that directly relates with the degree
of nodes (Qiu et al., 2017b; Qureshi et al., 2019). It means, nodes with more
connections have greater probability and more chances to be connected with the
new node. In this way, power law distribution is followed by the nodes. This
phenomenon is also termed as Matthew effect.

Based on the BA model, the IoT network forms the scale-free topology. The node’s
degree follows the power law distribution and the vertex degree is p(k) k −γ where
γ ≈ 3. The IoT network is formed by the sensor nodes that have limited communication
range and energy resources (Azam et al., 2017). Keeping these limitations in view,
it is impossible to apply the BA model on the IoT network. Moreover, high degree
sensor nodes have high energy consumption, which leads to depletion of the energy
resources while the death of the sensor nodes occurs after some cycles (Xiao et al.,
2015). In the IoT network, the sensors have limited communication range; thus, the
number of neighbours is also limited (Qiu et al., 2019). Due to these limitations, the
researchers are now focusing on the scale-free topologies for the IoT networks since the
last decade. To deal with the above mentioned limitations, a novel system is proposed
in order to generate the scale-free topologies for the IoT network. The criteria is subject
to following restrictions.
•

The edges are sequentially added between the nodes, whenever a new incoming
node connects communication link with the existing nodes. Here, the term
sequentially means that a new link is not connected by a node pair at the same
instance.

•

A new node forms connections with the previous nodes in the network. It is
termed as local world of that node. However, if an existing node reaches its
neighbourthreshold limit, it is removed from the local world of the new incoming
node. The limit neighbourthreshold controls the maximum number of neighbours
of a node.

•

The new incoming node prefers to connect with high degree nodes. This
phenomenon of choosing a new node is based on roulette method.
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The scale-free networks have less number of nodes with high degrees in the physical
topology. Keeping in view the less number of high degree nodes, if the attacker
explicitly targets the specific high degree nodes, it results into destruction of numerous
links at the same time. The destruction of large number of links leads to fragmentation
in the network (Holme et al., 2002). So, the attacker can paralyse the whole physical
topology through less number of attacks on specific high degree nodes. The scale-free
topologies are highly vulnerable to malicious, targeted and intentional attacks (Qiu et al.,
2017c, 2017b, 2019; Liu et al., 2019). This issue can be resolved by construction of
the additional edges between the nodes. The additional edges help to keep the topology
working. However, they require additional energy, huge computational cost and are also
not feasible to be constructed in large scale networks. Furthermore, the additional edges
also destroy the scale-free property of the network (Qiu et al., 2017c, 2017b, 2019; Li
et al., 2012).
To measure the effect of the malicious attack that is directed to high degree nodes,
Schneider et al. (2011) propose a metric called Schneider R. Schneider R is based on
high degree adaptive (HDA) strategy, which destroys the highest degree node in every
cycle until the whole physical topology collapse. Metric R shows the proportion of
cluster with the highest number of links to the total number of nodes N in the network
(Schneider et al., 2011). Schneider R evaluates the robustness of topology against the
number of targeted attacks. It considers the physical connections, which suffer from
heavy loss before the topology completely collapses. It is the appropriate metric to
evaluate the scale-free networks in comparison to the previously used metrics (Wu et al.,
2011).
Herrmann et al. (2011) propose hill climbing algorithm (HA) to improve the
robustness of the scale-free networks. The algorithm is based on the randomisation
phenomenon to a large extent. The HA includes the random selection of edges from
the whole topology and swap them. It also utilises the Schneider R to evaluate the
robustness of the scale-free network. After the swap, if the robustness increases, then
the swap is accepted; otherwise, it is reverted back to its original state. The HA is aimed
to enhance the robustness by converting the whole topology into an onion-like structure.
During enhancement of the robustness, the HA keeps the degree distribution of nodes
unchanged. A large number of random swaps leads the algorithm to get stuck into local
optima.
Buesser et al. (2011) propose an algorithm named as simulating annealing (SA) to
enhance the robustness of the scale-free networks. The SA also considers the Schneider
R metric. SA is based on randomisation phenomenon and swap of edges after the
random selection. If the robustness is enhanced after the swap then it is accepted;
otherwise, instead of reverting the swap, it is accepted with some probability. The
algorithm can not perform efficiently even after considering inferior configurations and
can get stuck into the local optima. It also includes unnecessary comparisons between
solutions.
Two network topologies are proposed by Zheng et al. (2012) and Zheng and
Liu (2013). One is based on linear growth concept, whereas the second is based on
exponential growth evolution. Both topologies are aimed to increase the robustness of
the scale-free networks. The practical situations are studied and considered in both
models, which are reconstruction and destruction of the links in the networks. The
energy aware model based on BA model, which considers the limited energy of nodes
in the wireless networks, is proposed by Jian et al. (2013). According to the model, the
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energy consumption and the connectivity of the scale-free network can be controlled and
balanced via some tunable parameters. The energy dissipation of the nodes and the data
transmission performance are considered in the proposed model. The parallel operations
of the energy balance and the transmission performance increase the data overhead of
the proposed model during the modelling process.
Based on the complex network theory, Liu et al. (2014) propose a hybrid model.
The proposed model includes properties of both small-world and scale-free networks
and it is developed for heterogeneous networks. Keeping the heterogeneity and some
extent of the small-world properties in the model, it cannot be applied to the scale-free
IoT networks for the topology robustness. The paths available in scale-free networks
are studied and analysed by Du et al. (2013). They have evaluated the smallest path of
the scale-free network and applied the proposed scheme to transportation system. As a
result, the transportation efficiency is increased. However, the proposed scheme is not
suitable to be used in scale-free IoT networks.
The smart rewiring solution for the scale-free networks is proposed by Louzada
et al. (2013). The proposed scheme is based on the edge comparison. The edges are
selected through a method named as two fold selection. The proposed solution also
aims to transform the topology into an onion-like structure. The authors have applied
the proposed solution on air traffic system to improve the efficiency. The multi model
criteria cannot make the solution to come out of the local optima. It does not consider
the communication range of the nodes; thus, it is not applicable to limited range IoT
networks. Zhou and Liu (2014) propose an algorithm, named as memetic. The proposed
work also considers the degree distribution of the nodes while keeping the degree of
the nodes same as before. The proposed work enhances the robustness through local
and global searches in the solution space. The solution is based on multiple channel
operations, which increase the complexity of the proposed work. The proposed solution
does not consider the limited communication range of nodes; thus, it is not suitable
for the IoT networks. Qiu et al. (2017c) propose an algorithm named as ROSE. The
proposed algorithm is based on two phases of operations such as the degree difference
operation and the angle sum operation. The degree difference operation is aimed to
converge the topology into an onion-like structure. In the real networks, the onion-like
scale-free topologies are proved to be robust against the malicious and targeted attacks
(Herrmann et al., 2011). In ROSE algorithm, degree difference operation refers the
whole topology with first node. However, the onion-like structures are referred by
the highest degree nodes; thus, the proposed scheme cannot efficiently enhance the
robustness of the scale-free network. Genetic algorithm (GA) is applied to the scale-free
IoT networks in smart cities by Qiu et al. (2017b). The populations having the scale-free
topologies are generated with fixed crossover and mutation probabilities. In the large
scale-free networks, size of topology is arbitrarily large. Two step operations of the GA
cannot efficiently explore the hidden spaces of the solution space. Moreover, the fixed
probability cannot efficiently explore the hidden features and strengths of the solutions.
As a result, the algorithm does not converged to the global optima. In large-scale
networks, algorithm suffers from slow convergence speed. In addition, Qiu et al. (2019)
propose a scheme ROCKS, which is applied to scale-free WSNs. The scheme is based
on the crossover and the mutation operations. Like GA, the proposed scheme also suffers
from slow convergence and stuck into the local optima problem.

An adaptive enhanced differential evolution strategies

9

3 IoT system model
The IoT topology is formed by the integration of multiple networks and sensors. The
IoT network includes large number of sensors having limited energy resources and
processing and communication capabilities. To address the aforementioned limitations,
following measures are taken into consideration.
•

The communication range of IoT sensors is limited.

•

The neighbours of the IoT sensor nodes are limited using the neighbourthreshold .

Figure 1

The proposed system model for the IoT network (see online version for colours)
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The proposed model is motivated from Qiu et al. (2017b) and Qureshi et al. (2019)
and is presented in Figure 1. The IoT network is divided into several clusters. Each
independent cluster is responsible to collect the data for applications, which include
agriculture, industry, smart homes, healthcare, transportation and security. All the cluster
networks are mainly based on sensors. They send their application specific sensed
data to the nearest sink node along with the geographical location and neighbours’
information. Sink nodes are intermediate communication bridge between the IoT cluster
networks and smart cities’ cloud. They forward the received data to the smart cities’
cloud for further processing. The sink nodes direct all the sensor nodes within their
communication range regarding topology change as per received information from the
topology engine. The smart cities’ cloud is the aggregation hub where the data from all
cluster networks is collected and then handed over to big data server (Taniar, 2017).
The big data server is responsible to save and process the data to make it available
whenever it is required. The topology engine is responsible to evaluate the topology
with the incorporation of modelling engine and directs the whole network regarding
topology changes as shown in Figure 1. The topology engine extracts geographical
and neighbours’ information of all sensor nodes in the IoT network from the big
data servers to design the topology. It also validates the number of neighbours in the
communication range of all nodes. In addition, all extracted information is passed to
the modelling engine. The modelling engine calculates the adjacency matrix for the
current topology and then further converts it into a vector. Afterwards, the topology’s
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adjacency matrix and the vector information are passed to a decision processor. The
decision processor can directly extract the information of sensors’ neighbours and the
communication range from the big data server. Multiple populations are generated on the
basis of the sensors’ communication range. Afterwards, the optimisation techniques are
applied on the multiple populations by decision processor and the optimised topology
is constructed. The proposed model shifts the processing load from IoT sensors, which
have limited processing capability, to back-end high processing engines. Thus, IoT
sensors are not effected by the complexity of optimisation algorithms. The optimised
topology information is transferred to the topology engine. The topology engine saves
the optimised topology into big data server and directs the sink nodes to implement
the desired topology change. Furthermore, the sink nodes communicate with all sensors
in the communication range to establish the links with desired optimised topology and
send confirmation to the topology engine. As a result, an optimised and robust topology
is constructed by sensor nodes through optimisation algorithm.

3.1 Enhanced differential evolution
The EDE is one of the optimisation algorithms that belong to stochastic and
population-based category. The EDE is an enhanced variant of differential evolution
(DE). In comparison to other heuristic algorithms, EDE has many evolutionary
characteristics including fast convergence, high diversity, ability to explore the hidden
strengths of the population space and less control parameters. It is based on direct and
indirect searching mechanisms that search the available solution space using the real
parameter vectors. In our scenario, solution space is a set of IoT network’s connectivity
and vectors that are members of the population. Evolution process of EDE is iterative
and it includes a large number of generations. It is our first initiative to enhance the
robustness of scale-free networks through EDE, which is composed of the following
main components.
•

Population space: It is composed of many possible solution sets for a problem.
All the solutions are members of the population and the EDE terms these
members as vectors. These vectors are encoded in binary form. Each vector
shows the whole topology of the IoT network.

•

Fitness function: It is criteria for the optimisation. All the vectors in the
population space are ranked according to the fitness function. It also shows that
how much a vector is optimised. All the vectors are compared with each other
using the fitness function.

•

Mutation operator: It brings the diversity in the solution space or population and
updates the resultant vectors. It also helps the algorithm to converge towards the
global optimum solution while avoiding to get stuck into the local optima.

•

Crossover operator: It is used to pass the inherited properties of one solution set
into another solution set in such a way that the inherited properties make the
solution more optimised. The robustness is transferred from one solution set to
another and, thus, fitness of solution set is increased.
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•

Selection operator: It evaluates the multiple evolved solution sets and chooses the
best solution based on the fitness function for further operations. It converges the
algorithm towards global optima.

•

Filtration operator: It selects the best solutions from populations and preserves
them. Filtration operator acts as a protector for best evolved solutions and
prevents them from altering.

3.1.1 Phases of EDE
The EDE stochastically evolves the solutions that converge towards the high fitness
values (Arafa et al., 2014). It enables the solutions to regain their lost properties by
taking dynamic evolutionary steps. EDE consists of five phases that include:
a

initialisation

b

mutation

c

crossover

d

selection

e

filtration.

Following is the description of the evolutionary operations involved in each phase.
•

Initialisation phase: All the possible solution sets form the vectors, which are
encoded as the binary sets of 0’s and 1’s. These vectors are collected together to
form a solution space called population. The premature convergence is one of the
known issues in heuristic algorithms. It leads the algorithm to get stuck into the
local optima. The issue of the premature convergence occurs due to the single
population. To address this issue, EDE uses four populations, which are named as
P opA , P opB , P opC and P opD . The number of populations is fixed to four to
balance the computational efficiency of the system.

•

Mutation phase: The mutation operation is used to explore undiscovered strengths
from population space and to avoid premature convergence. The EDE uses the
mutation to create diversity in the population space. It also creates new vectors
that are more optimised and have good fitness values. The mutation in EDE
works by selecting multiple random vectors from the population based on the
mutation probability as Pmut−sel that is from 0.6 to 0.9. We have used different
values of Pmut−sel for selected random vectors of each population. Three random
vectors R1 , R2 and R3 are selected from each population (A, B, C and D). The
selected random vectors are defined as per equations (1)–(4).
R1A , R2A , R3A ϵ P opA ⇒ (Pmut−sel = 0.6).

(1)

R1B , R2B , R3B ϵ P opB ⇒ (Pmut−sel = 0.7).

(2)

R1C , R2C , R3C ϵ P opC ⇒ (Pmut−sel = 0.8).

(3)

R1D , R2D , R3D ϵ P opD ⇒ (Pmut−sel = 0.9).

(4)
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To generate the mutant vector, we have used the difference between the second
random vector R2 and third random vector R3 to obtain the resultant vectors for
each population as ResultantA , ResultantB , ResultantC and ResultantD . The
Resultant vectors are shown in equations (5)–(8).
ResultantA,G = F (R2A,G − R3A,G ).

(5)

ResultantB,G = F (R2B,G − R3B,G ).

(6)

ResultantC,G = F (R2C,G − R3C,G ).

(7)

ResultantD,G = F (R2D,G − R3D,G ).

(8)

where G is the current generation of population and F is the mutation factor
constant whose values lie between range [0, 2] (Arafa et al., 2014). F is
responsible for the gradual exploration of the solution space. Furthermore, the
resultant vector is added to the first random vector R1 to obtain the mutant vector
for each population as M utA , the same principle is applied to R2 , R3 and R4 to
obtain M utB , M utC and M utD , respectively. The mutant vector is composed of
inherited strengths of all vectors. The mutant vectors for all populations are
defined in equations (9)–(12).

•

M utA,G+1 = ResultantA,G + R1A,G .

(9)

M utB,G+1 = ResultantB,G + R1B,G .

(10)

M utC,G+1 = ResultantC,G + R1C,G .

(11)

M utD,G+1 = ResultantD,G + R1D,G .

(12)

Crossover phase: Crossover operation inherits the features of mutant vector
M utG and the target vector T gtG to form trial vectors for each population as
T rlA , T rlB , T rlC and T rlD . Target vector T gtG is selected on the basis of
crossover probability Px−sel from each generation. Recombination and exchange
of solutions’ elements for M utG and T gtG lead to transfer fitness of both vectors
into T rlG . In our scenario, four trial vectors are generated from populations as
given in equations (13)–(16).
{
T gtA,G if f itness (T gtA,G ≥ M utA,G )
T rlA,G+1 =
(13)
M utA,G if f itness (T gtA,G < M utA,G ).
{

T gtB,G
M utB,G

if f itness (T gtB,G ≥ M utB,G )
if f itness (T gtB,G < M utB,G ).

(14)

{
T gtC,G
=
M utC,G

if f itness (T gtC,G ≥ M utC,G )
if f itness (T gtC,G < M utC,G ).

(15)

T rlB,G+1 =

T rlC,G+1
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{
T rlD,G+1 =

T gtD,G
M utD,G

if f itness (T gtD,G ≥ M utD,G )
if f itness (T gtD,G < M utD,G ).

13
(16)

The fitness values of new trial vectors are compared with both mutant and target
vectors. The vector having the best fitness value is selected as a trial vector for
all populations.
•

Selection phase: The selection phase converges the results to global optimisation.
All the diversity and multiple-solutions are created for evolution on the basis of
fitness function. The solution with higher fitness is selected for the next
generation. In the selection phase, the target vector T gtG and trial vector T rlG
for each population are compared with the mutant vector and vector with the best
fitness is selected SelG . The selected vectors of all the populations are shown in
equations (17)–(20).
SelA,G+1

SelB,G+1

{
T gtA,G
=
T rlA,G

if f itness (T gtA,G ≥ T rlA,G )
if f itness (T gtA,G < T rlA,G ).

(17)

{
T gtB,G
=
T rlB,G

if f itness (T gtB,G ≥ T rlB,G )
if f itness (T gtB,G < T rlB,G ).

(18)

if f itness (T gtC,G ≥ T rlC,G )
if f itness (T gtC,G < T rlC,G ).

(19)

if f itness (T gtD,G ≥ T rlD,G )
if f itness (T gtD,G < T rlD,G ).

(20)

{
SelC,G+1 =

SelD,G+1
•

T gtC,G
T rlC,G

{
T gtD,G
=
T rlD,G

Filtration phase: Finally, the selected vectors of each populations are collected
and compared on the basis of the fitness function. Best of all the vector is
selected as a filtered vector F ilG+1 and saved in the filtration population to keep
it unchanged, as shown in equation (21).
F ilG+1 = best− of (SelA,G , SelB,G , SelC,G , SelD,G ).

(21)

3.1.2 Fitness function
The resilience of the networks against disasters and failure of the nodes is termed as the
robustness (Buesser et al., 2011). The network robustness is a key metric that determines
the efficiency of the network against attacks. The IoT network may suffer from failure
of the nodes and communication links. The failure occurs due to energy depletion of
the nodes because of deliberate, targeted or malicious attacks. This article adopted the
HDA (Holme et al., 2002) strategy to evaluate the robustness of the scale-free IoT
network. The HDA works according to the degrees of the nodes. The degrees of all the
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nodes in the IoT network are calculated and sorted accordingly. In every iteration of the
algorithm, the node with the highest degree is removed along with the links to calculate
the network’s robustness. The metric R is proposed by Schneider et al. (2011), which is
based on the HDA. The Schneider R considers maximum connected sub-graphs in each
iteration. Equation (22) shows the formulation of the Schneider R.

R=

N
∑
1
M CS(n)
.
N + 1 n=0
N

(22)

where N shows the total number of nodes in the IoT network, n is the number of
iterations and M CS(n) represents the maximum number of nodes in the largest cluster
or subgraph in n iterations. The range of the Schneider R is between [0, 0.5] where
0.5 means full mesh IoT network topology (Qiu et al., 2017b). N1+1 is used for the
normalisation. The comparison is done between the networks’ nodes and edge densities.
If the value of R is high, it means that the network is more robust and resilient to
attacks.

3.2 Mapping of EDE to the IoT network
In this section, several operations or phases of the EDE are discussed.

3.2.1 Adjacency matrix
In order to evaluate the network and to perform operations of EDE, the topology is
converted into the adjacency matrix (Qiu et al., 2017b) of the six nodes i, j, k, l, m
and n, as shown in Figure 2. The adjacency matrix is the binary encoded matrix, which
shows the links between the nodes. However, in order to the save the space and to ensure
higher computational efficiency, only upper triangular part of the matrix is utilised to
form the vector that is further used in populations generation. Upper triangular part
contains all the information that is required to form the vector, including links between
the nodes, as represented in Figure 2.

3.2.2 Initialisation phase
In order to avoid premature convergence and to ensure the diversity, the four populations
are used by the EDE. These populations are controlled by population unit P opunit , as
shown in Figure 3. Multiple scale-free topologies for the IoT network are generated and
converted into the adjacency matrix and then reconverted into the vector. All the vectors
are combined as population members P opmember to form the population. We have fixed
the number of P opmember equal to 20 for all populations in order to avoid premature
convergence.

3.2.3 Mutation phase
The mutation operation recombines the fitness value of the multiple solution vectors.
The population generates new topologies as a result of the mutation. The mutation also
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increases the diversity of the solution space and helps to discover the hidden strengths of
the solution. The fitness function searches for more optimised and best solution available
in the solution space. The final mutant vector obtained has more Schneider R value as
compared to the previous all three vectors. Due to resource constrained sensor nodes,
the degrees of all nodes are kept same because additional links require high cost and
are not possible in the real scenarios. The mutation phase in the IoT network has the
following steps:
Step 1

Three random vectors, such as R1 , R2 and R3 , are selected from each
population on the basis of mutation probability Pmut−sel to start mutation
operation. All selected vectors are transformed into topologies as shown in
Figures 4(a), 4(b) and 4(c).

Step 2

The exclusive edges of R2 and R3 are calculated, as shown with the red
lines in Figures 4(a) and 4(b). The exclusive edge means the edge that exists
only in one topology. To overcome the limitations of the IoT network, only
exclusive edges of R3 are formed with R2 by keeping the same degree
distribution of the nodes in R2 . The resultant vector is obtained when R2
disconnects the previous edges to form every exclusive edge of R3 . The
construction process of the exclusive edge elm of R3 with R2 is shown in
Figures 4(d), 4(e) and 4(f). To construct elm in R2 , candidate nodes are
selected that have no connection with node m and belong to the neighbours
of node l and candidate nodes must lie in the communication range of node
m, as shown in Figure 4(d). From multiple candidate nodes, the candidate
node with the least displacement from the node n is selected as shown in
Figure 4(e). Now node m searches for a node in communication range of
node n from its neighbours. Node m finds a node o within the
communication range of node n from its neighbours. Nodes l and n,
disconnect the edge eln , whereas, nodes m and o, disconnect the edge emo .
Both nodes l and m form the edge elm that is the exclusive edge of R3 . To
equalise the degree distribution, nodes n and o form the edge eno . The
resultant vector is successfully generated.

Step 3

In this step, we generate the mutant vector M ut by combining the resultant
vector Resultant and the first random vector R1,G . We find the exclusive
edges of both vectors, as shown in Figures 4(c) and 4(i). Exclusive edge enp
that belongs to Resultant is constructed by R1 , as shown in Figure 4(f). We
find the candidate nodes that are within communication range of node n and
are in neighbourhood of node p in R1 . Nodes q and r are selected as
candidate nodes as shown in Figure 4(g). Node q have less displacement
from node n and selected from both candidate nodes as shown in
Figure 4(h). Now node is found within communication range of node p and
from neighbours of node n. Node o is selected that is within communication
range of node p. Nodes n and p construct the enp of Resultant, while, node
o and q form the edge eoq . In order to keep degree distribution constant,
edges epq and eno should be disconnected from each other. Final topology is
termed as the M ut. Schneider R is calculated for the M ut in the end of the
mutation phase.
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Figure 2

Adjacency matrix (see online version for colours)
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3.2.4 Crossover phase
It is an important way to generate new solutions in the IoT network through local
exchange of the edges within the topology. Crossover operation is performed over the
T gt. The T gt is randomly selected based on the crossover selection probability Px−sel
from all populations. The goal of the crossover operation in the EDE is to increase
the robustness of all the populations through the exchange of edges while keeping the
degree distribution of nodes constant. Two independent edges are selected through the
crossover probability Px−swap from T gt. The independent edges are the type of edges
in which one edge is non adjacent to other edges and all the four nodes have the
possibility to connect with each other within their communication ranges. After selecting
four nodes i, j, k and l that form two independent edges as shown in Figure 5, there
are two swap options available for the independent edges eij and ekl . The first swap
option is eik and ejl , as shown in Figure 5(b). The second swap option is eil and ejk ,
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as shown is Figure 5(c) and it is used for controlling the swapping of edges. Schneider
R is calculated for original target vector T gt after all swap options as per Figure 5. The
best swap option has the maximum Schneider R value, which is the best. Then T gt is
compared with the M ut and the best vector on the basis of the Schneider R is termed
as trial vector T rlG .
Figure 4

Mutation operation on topology (see online version for colours)

l
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(b) Random vector 3
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3.2.5 Selection phase
Schneider et al. (2011) and Zhou and Liu (2014) observe that onion-like scale-free
topologies are more robust against the targeted and malicious attacks. The onion-like
structures consist of high degree nodes connected together and form the core of the
topology. These high degree nodes are packed under the rings of the low degree nodes
as we move towards the outer side of the onion or topology. The selection phase
enhances the robustness of topology by converging into onion-like structure. Selection
phase compares T rlG and M ut based on the fitness function and the best one is saved
as Sel. Two independent edges are selected from the Sel based on the Psel . After the
selection of the independent edges, the degrees of all nodes forming the independent
edges are calculated as di , dj , dk and dl as per Qiu et al. (2017c). The degree differences
SU B0 , SU B1 and SU B2 are calculated from the equations below, which are taken
from (Qiu et al., 2017c):
SU B0 = |di − dj | + |dk − dl |.

(23)

SU B1 = |di − dk | + |dj − dl |.

(24)

SU B2 = |di − dl | + |dj − dk |.

(25)

All possible swaps are constructed over the independent selected edges, as shown in
Figure 5. Schneider R is calculated for all swap options. To control the selection
operation, the probability Pswap−ctrl is calculated according to the equation (26) (Qiu
et al., 2017c):
(
Pswap−ctrl = max

|di − dk | + |dj − dl | |di − dl | + |dj − dk |
,
|di − dj | + |dk − dl | |di − dj | + |dk − dl |

)
.

(26)

The Pswap−ctrl controls the edge swapping rate in the selection phase. After swapping,
if the Schneider R is increased then the swap is accepted.; otherwise, it is rejected.

3.2.6 Filtration phase
The filtration phase is aimed to reserve the best populations and save them from
alteration. In the last phase of the EDE, the Schneider R is calculated for the selected
vectors Sel of all populations: P opA , P opB , P opC and P opD . Best vector in terms of
robustness is saved as filtered vector F il, which is migrated to filtered population. All
the best solutions are preserved in the filtered population.

3.3 AEDE
The heuristic algorithms have two vital goals:
1

to conserve the diversity in the solution space

2

to enable the direction of convergence towards the global optimum results in the
upcoming iterations.
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Both goals are achieved in the EDE through mutation, crossover and selection
probabilities. The EDE uses Pmut−sel probability in the mutation phases for the
selection of the random vectors. The fixed value of Pmut−sel is used by the EDE in
the range [0.6, 0.9]. In the EDE, the mutation phase is responsible to maintain and
explore the diversity in the solution space. It searches for the hidden and unexplored
strengths of the solution space and generates the vectors by recombining the strengths
of multiple possible solutions. The crossover and selection phases converge the solution
towards the global optima. The dual probabilities Px−sel and Px−swap are used for
the crossover operation. The Px−sel is used for the selection of T gt where Px−swap
controls the edge selection and swapping. Both the probabilities are manually fixed. The
results largely differ by using the different values of both probabilities. The selection
phase uses Psel probability for the selection of edges that converts the topology into
an onion-like structure. The fixed value of Psel is used to control the efficiency of
the selection phase. The efficiency greatly differs by changing the values of Psel . The
final goal of the EDE is to find the solution with an optimised value of Schneider
R. The best vectors are contributing to make the population space more efficient. The
vectors with high value of the Schneider R are protected while vectors with low values
are dropped. We use the probabilities to achieve diversity and global optimum results.
The values of adaptive probabilities are adjusted on the basis of Schneider R without
any human intervention. Therefore, AEDE uses adaptive probabilities for mutation,
crossover and selection operations. Adaptive probability enables the AEDE algorithm
to achieve multiple goals. In practical scenarios of large scale networks, altering the
manual fixed probabilities to the accurate optimal value is also a difficult task. The
values of fixed probabilities are defined on the basis of experience gained from multiple
experiments. Rmax is the maximum value of topology robustness and R is the average
robustness value of solution set. When solution is converged to local optimum results
then the difference Rmax − R decreases. It acts as a baseline in designing the adaptive
probabilities for AEDE (Srinivas and Patnaik, 1994). In AEDE, when the solution is
stuck into the local optima, the adaptive probabilities are automatically increased and
when the solution converges towards the global optima, the probabilities are gradually
decreased to save the solution from diverting path. In our case, maximum value of the
optimised results Rmax is assumed to be 0.5. The AEDE calculates the fitness function R
of the first population and compares the current fitness status with the maximum fitness
value. When the value of Rmax − R decreases, it means that the solution moves towards
local optima instead of global optima, so values of Pmut−sel , Px−sel , Px−swap and Psel
have to be inversely changed. The values of are taken from Srinivas and Patnaik (1994)
and they can be obtained by using equations (27)–(30) where C1 , C2 , C3 and C4 are
constants.
Pmut−sel = C1 /Rmax − R.

(27)

Px−sel = C2 /Rmax − R.

(28)

Px−swap = C3 /Rmax − R.

(29)

Psel = C4 /Rmax − R.

(30)

The higher values of Pmut−sel , Px−sel , Px−swap and Psel divert the already converged
solutions. To deal with this issue, the probabilities should be lowered and are gained by
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directly varying Rmax − R′ where R′ is the fitness value of majority of the vectors in
the solution space. Now the values are calculated according to the equations (31)–(34)
(Srinivas and Patnaik, 1994):
Pmut−sel =

Px−sel =

C2 Rmax − R′
.
Rmax − R

Px−swap =

Psel =

C1 Rmax − R′
.
Rmax − R

C3 Rmax − R′
.
Rmax − R

C4 Rmax − R′
.
Rmax − R

(31)

(32)

(33)

(34)

4 Simulations and results
All the deployed IoT sensor nodes broadcast their location and neighbours’ identities to
the big data server. The big data server acts as a central database for storing coordinates
along with the neighbours in the communication range of all sensor nodes. The stored
coordinates are extracted from the big data servers. Based on the extracted coordinates,
we simulate the IoT network in MATLAB. The modern cities become more economical
and smarter by adopting disc shaped design (Prendeville et al., 2018). To simulate the
concept of the disc shaped smart cities, we deployed the IoT network in the circular
field, a diameter F ielddia of 500 metre, as shown in Figure 6. In order to simulate
the scale-free topologies, it is mandatory for each node to have sufficient neighbours.
To apply the concept, the communication range Nrange of each node is fixed to 200
metre as shown in Figure 7. IoT nodes have limited processing and energy resources.
In order to cope with the constraints, sensors are restricted to have limited number
of neighbours. It is achieved by assigning neighbourthreshold to nodes because after
reaching limit, nodes are not allowed to connect with more neighbours. The sensors
are deployed in a disc-shaped field. To achieve the diversity, multiple populations are
used by the AEDE and the EDE, which are controlled by P opunit . We considered the
value of P opunit as 4. The number of individuals in each population P opmember are
set to 20. We performed a large number of simulations to set the values of P opunit and
P opmember for the proposed schemes. We took average of all the results for Avgrun
times where Avgrun ≥ 25. All the algorithms are simulated and compared with the
existing schemes.

4.1 Performance comparison of the EDE with existing algorithms
The proposed scheme EDE is compared with the GA, SA and HA for the network of N
= 100 nodes. The results are evaluated for 100 iterations in all algorithms. The neighbour
connection factor m = 2 is fixed for the algorithms considered for the comparison. The
average of 25 independent simulations results is taken. The EDE outperforms GA, SA
and HA in terms of Schneider R. Figure 8 shows that the Schneider R is increasing

An adaptive enhanced differential evolution strategies

21

with the number of iterations. The maximum value of Schneider R is obtained after 100
iterations for all algorithms, as given in Table 1. The EDE performs 7.13%, 31.6% and
41.8% better as compare to the GA, SA and HA, respectively. The EDE outperforms
all the algorithms due to its five operation phases. Starting with the initialisation phase,
the multiple populations P opunit are fixed to 4 in our simulations with 20 P opmember
where each population creates the diversity. The diversity also enables the algorithm
to search for the global optimum solution. The multiple populations results save the
algorithm from getting stuck into local optima. Moreover, parallel processing of multiple
populations leads to the fast convergence while obtaining the global optimum result
from a large solution space due to divide and conquer approach. This phenomenon leads
to the rapid improvement in the Schneider R for the EDE as compared to the GA, SA
and HA.
Figure 6

Nodes’ deployment in a circular city (see online version for colours)
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Table 1 Comparison of the EDE with other algorithms
Algorithm

Schneider R

EDE
GA
SA
HA
Figure 8

0.2599
0.2420
0.1890
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Performance comparison between EDE and other algorithms (see online version
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The purpose of mutation phase of the EDE is to explore large portion of population for
the optimum solution. The EDE converges to global optimal results by extracting the
features of three individual solutions in parallel from the solution space and generating
the new individual that has all the strong positive features of the previous individuals.
The mutation in EDE rapidly explores the hidden strengths from the multiple solutions
and binds them together, which leads towards the global optimum results. Whereas,
the diverse extensive searching and exploring the solution space is lacked in GA. Due
to this phenomenon, even after the 18th iteration there is a marginal increase in the
Schneider R of EDE as compared to rest of the algorithms. The crossover operation
of the EDE blends the resulting solution of mutation phase with the local optimum
individual from the population. The best individual that appeared after the crossover
phase is then transformed into the onion-like structure by the selection phase. By
converting the topology into the onion-like structure leads to increase in the Schneider
R. The selection phase exchanges the edges of the resultant function based on the section
probability. Finally, the filtration operation gives the final push to the solution towards
the global optimum. The operations are performed in parallel on all the populations to
extract the global optimum solution, which is preserved in the filtered population. This
approach makes the EDE’s convergence more rapid towards the global optimum, which
is not presented in SA and HA. The performance of HA is very low as compared to
other algorithms, as it is based on criteria, which works on random edge swapping.
This criteria leads HA to get stuck that in local optimum. The SA also includes some
more inferior parameters along with the random swapping. Swapping makes the SA
performance better against the HA. The results are given in Figure 9 and Table 1, which
clearly show dominance of EDE in terms of efficient performance as compared to rest
of all algorithms.
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4.2 Performance comparison of AEDE with other algorithms
In this subsection, the AEDE is compared with GA, SA and HA. Neighbour density
controls the number of neighbours m to establish connection between nodes in the
network. It is fixed as 2 for simulations. Avgrun shows the number of time the
results are averaged. The independent simulations are performed 25 times. Average
of results is taken and Avgrun ≥ 25. In Figure 9, the performance comparison of
AEDE with other existing algorithm is presented. The AEDE outperforms the other
algorithms. After the 20th iteration, the AEDE rapidly attains good results and increases
the value of Schneider R. The results of GA, SA and HA slowly increase with the
number of iterations. However, it is clear from the figure that the AEDE outperforms
other algorithms on 20th, 40th and 70th iterations. This rapid increase towards the
global optimum result is due to adaptive probabilities used by the AEDE. Different
fixed probabilities are used by EDE for different phases of operations. Pmut−sel and
Pmut−swap are used for the selection of three individuals in mutation phase and edge
swapping, respectively. In the crossover phase, Px−sel and Px−swap are used for the
selection of the target vector and control the edge swapping. Pswap−ctrl controls the
edge swapping in the selection phase. Instead of static predefined probabilities, the
AEDE uses the adaptive probabilities, which dynamically changes with the resultant
searched solution from the whole population, which leads rapid movement towards the
global optimum solution. According to Table 2, AEDE performs 11%, 35.3% and 45.4%
better than GA, SA and HA, respectively in terms of Schneider R.
Table 2 Comparison of the AEDE with other algorithms
Algorithm

Schneider R

AEDE
GA
SA
HA

Figure 9

0.2701
0.2420
0.1890
0.1700
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4.3 Performance comparison of EDE and AEDE
In this subsection, the performance of the EDE and AEDE is analysed for 100 iterations.
Figure 10 shows the performance of both algorithms. Neighbour density m=2 is used for
simulations of all algorithms. Moreover, the simulations are conducted for the average
number of runs, i.e., Avgrun ≥ 25. The value of Schneider R after the 100 iterations
for the AEDE and EDE is obtained as; 0.2701 and 0.2599, respectively. The AEDE
performs 4% better as compared to EDE according to the results in Table 3. Pmut−sel
and Pmut−swap are used by the mutation phase, and Px−sel and Px−swap are used by
crossover phase. They make the solution to move towards global optimum solution from
the local solution. More specifically, the mutation phase preserves the diversity in the
solution space and the crossover phase enables the the solution to converge towards
the global optimum results. Dual goals in the EDE are achieved through probabilities.
The AEDE’s adaptability changes the probabilities according to the solution space and
ensures its dual goal achievement. This makes the solution to converge rapidly towards
the global optima. Figure 10 shows that due to the adaptive probabilities, there is a
rapid increase in the Schneider R, which can be observed clearly at 20th, 40th and
70th iterations. Whereas, the EDE moves slowly as compared to the AEDE towards the
optimum results.
Table 3 Comparison of the AEDE and the EDE
Algorithm

Schneider R

AEDE
EDE

0.2701
0.2599

Figure 10 Performance comparison between EDE and AEDE (see online version
for colours)
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4.4 Comparison of variant operations of EDE
In this subsection, the performance of various phases of the EDE including mutation,
crossover and selection is observed for the Schneider R. The performance of all the
phases are combined together to give the final output in form of the EDE. Moreover,
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the performance of all phases are analysed for the networks of different sizes from 100
nodes to 300 nodes with the increment of 50 after each interval. Table 4 shows the
results of all operations for different network densities. Blue line in Figure 9 shows
the performance of the EDE for the network densities from 100 to 300 nodes. Black
line shows the performance of mutation phase while magenta and green lines show
the contribution of the crossover and selection phases, respectively. For the network
of 100 nodes, it is observed that the final output value of the Schneider R is 0.2599
for the EDE. In this final result, mutation phase is contributing 65.0%. After mutation
phase, the crossover phase further increases the Schneider R from 65.0% to 80.04%.
Then the selection phase further improves it to 93.44%. Using the mutation phase, the
major objective of high Schneider R is achieved. For 150 nodes, the EDE achieves
0.2591 Schneider R value after the 100 iterations. In this value, the mutation phase
contributes 64.03% of total Schneider R. The crossover phase further increases the value
of Schneider R to 75.15%. Finally, the selection phase improves the previous value
from 75.15% to 96.69%. For the network density of 200 nodes, the Schneider R value
is 0.2589 after the 100 iterations in which the mutation, crossover and selection phases
have contributed 61.66%, 10.8% and 24.06%, respectively. For the network of 250
nodes, the EDE attains the value of Schneider R of 0.2549. The mutation, crossover and
selection phases contribute to the final value of the EDE as 57.7%, 18.59% and 19.5%,
respectively. The node density of 300 nodes are also tested and the EDE attains the
value of Schneider R as 0.2541 after the 100 iterations. In the final result, the mutation,
crossover and selection phases contributed as 60.40%, 9.94% and 23.90%.
Table 4 Comparison of variant operations of EDE
Algorithm

100 nodes

150 nodes

200 nodes

250 nodes

300 nodes

EDE
Mutation
Crossover
Selection

0.2599
0.1826
0.2123
0.2501

0.2591
0.1801
0.2013
0.2499

0.2589
0.1756
0.1956
0.2491

0.2549
0.1659
0.1999
0.2431

0.2541
0.1701
0.1879
0.2389

Figure 11 Performance comparison between EDE with other algorithms (see online version
for colours)
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4.5 Comparison of variant operations of AEDE
This subsection evaluates the performance of the AEDE in comparison to other phases
that include the mutation, crossover and selection. All the phases contribute to the final
value of the Schneider R, attained by AEDE. In our simulations, 100 iterations are
fixed for the network node densities, which vary from 100 nodes to 300 nodes with
the increment of 50 nodes at each step and m = 2 is fixed as a factor that connects
neighbours to get results of each phase. Independent simulations are averaged to 25 in
order to evaluate the results according to Figure 12 and Table 5. In Figure 12, red line
shows the performance of AEDE for the network that contains 100 nodes to 300 nodes.
Black line shows the performance of the mutation phase. Magenta and green lines show
the contributions of the crossover and selection phases. For the network size of 100
nodes, the AEDE attains the value of Schneider R as 0.2701 after the 100 iterations.
In this value, mutation phase has a contribution of 0.1799, which is 60.0% of the total
value. After the mutation phase, there is a crossover phase, which increases the value
to 0.1999 and it is 10.63% higher than the mutation phase. The selection phase further
increases the value to 0.2409, which is 18.50% higher as compared to the crossover
phase. The mutation phase has the highest contribution, which is 60.0% because of the
diverse operations that explore the hidden spaces of the whole population to attain the
highest possible results. The network density of 150 is tested and the AEDE attains
the value of Schneider R as 0.2698 after the 100 iterations. The mutation, crossover
and selection phases contribute to the final value of the AEDE as 54.50%, 13.15% and
20.98%, respectively. The network density is further increased to 200 nodes and the
AEDE attains value of the Schneider R as 0.2689 after the 100 iterations in which
the mutation phase has contribution of 53.75% and the attained value of R is 0.1679.
The crossover phase further increases it to 0.1889 with 11.77% increase as compared
to the previous phase. The selection phase further increases it to 0.2376, which is
22.84% higher than the crossover phase. For the network of 250 nodes density, the
AEDE achieves the Schneider R as 0.2681. In this final result, the mutation, crossover
and selection phases have contributions of 49.44%, 12.32% and 24.88%, respectively.
Finally, the network of 300 nodes, the AEDE achieves Schneider R as 0.2653 in which
the mutation phase has contributed 50.54% and attained value of 0.1601. The crossover
phase further increases the value to 0.1859 and the value is increased to 14.91% as
compared to the mutation phase. Finally, the selection phase increases the value of
Schneider R to 0.2240 from 0.1859 with 18.59% increment.
Table 5 Comparison of variant operations of AEDE
Algorithm

100 nodes

150 nodes

200 nodes

250 nodes

300 nodes

AEDE
Mutation
Crossover
Selection

0.2701
0.1799
0.2001
0.2409

0.2698
0.1698
0.1937
0.2388

0.2689
0.1679
0.1889
0.2376

0.2681
0.1599
0.1809
0.2323

0.2653
0.1601
0.1859
0.2240
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4.6 Comparison of EDE and AEDE with existing algorithms
In this subsection, the proposed EDE and AEDE are compared with the GA, SA and
HA. We have evaluated the performance by changing the factor m from 1 to 5 with an
increment of 1 at each step. The factor m represents the edge density, which means the
number of edges formed by the connecting node with the existing network. Moreover, all
the algorithms are evaluated for 100 iterations with Avgrun ≥ 25 times. The P opunit =
4 and P opmember = 20 are fixed for the EDE and AEDE for all values of m. Figure 13
and Table 6 show the results by varying m from 1 to 5. In Figure 13, green line shows
performance of HA. In this algorithm, two non adjacent edges are selected by the nodes
that are in the same communication range. Then the swap between edges is executed
and the value of the Schneider R is determined. If there is increase in the Schneider R
then the swap is accepted. Same operation is repeated for all the edges in the topology.
The HA has the least performance for all values of m due to lacking of movement
of solution towards the global optimum results. The random edge swapping leads the
algorithm to get stuck into the local optima. Magenta line shows the performance of SA.
SA works same as the HA like swapping of random edges. However, if the Schneider R
is not increased after swapping, then SA accepts the swap with the probability T equal
to 0.001. T is called as simulation temperature. If swap is accepted with decreasing
Schneider R then the probability value is halved. Figure 13 shows that SA has a better
performance than HA; however, their is no major difference in both. The simulation
temperature T cannot make algorithm to move towards the global optimum.
Figure 12 Performance comparison between AEDE with other algorithms (see online version
for colours)
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The GA performs better than SA and HA. Black line in Figure 13 shows the
performance of the GA for values of m from 1 to 5. The GA is based on the crossover
and mutation operations. Where the crossover brings the diversity in the search towards
the global optimum results and the mutation phase converges the topology towards
the onion-like structure. Blue line shows the performance of the EDE and has better
performance as compared to GA, SA and HA. The mutation phase of EDE helps the
algorithm to search the hidden areas of the solution space for better results. Moreover,
it fuses three individuals to enhance the diversity and the resulting individual has all
the positive strengths of the parent individuals. The AEDE’s performance is better
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than the other algorithms. Adaptive probabilities used by AEDE make the solution to
dynamically balance the diversity and converges towards the global optimum results.
The adaptability of the probabilities is based on the results. It makes the solution to
rapidly move towards the global optimum results. All of the algorithms have increased
the value of the Schneider R with the increase in value of m.
Table 6 Comparison of EDE and AEDE with other algorithms for varying parameter m
Algorithm
AEDE
EDE
GA
SA
HA

100 nodes

150 nodes

200 nodes

250 nodes

300 nodes

0.0330
0.0328
0.0330
0.0330
0.0330

0.2701
0.2599
0.2420
0.1890
0.1710

0.3521
0.3469
0.3333
0.2986
0.2874

0.3799
0.3669
0.3446
0.3199
0.3091

0.4126
0.4099
0.3899
0.3811
0.3780

Figure 13 Comparison between EDE and AEDE with other algorithms under different
neighbour limit m (see online version for colours)
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4.7 Comparison of EDE and AEDE with other algorithms based on node density
In this subsection, we have increased the node density N from 100 to 300 with the
increase of 50 nodes in each step. We have compared EDE and AEDE with GA, SA
and HA for the different network densities. Table 7 shows the average results that
are averaged over Avgrun ≥ 25 times independent simulations. In Figure 14, red line
shows the performance of the AEDE and blue line represents the performance of EDE.
The algorithms like GA, SA and HA are denoted by black, magenta and green lines,
respectively. The HA has the least performance from 100 to 300 node densities. The HA
is based on the random swapping of edges under the same topology. The randomisation
phenomenon of HA gives the local optimum solutions. Whereas, the SA also takes the
simulation probability T into account; however, it still does not performs better in terms
of moving the solution towards the global optimum results. The SA performs better
than the HA, however, it has poor performance as compared to GA, EDE and AEDE.
It is obvious from the figures that the performance of both HA and SA decreases with
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the increase in network node densities. Performance of the HA and SA is 0.1700 and
0.1890 for N = 100 nodes. The performance is degraded to 0.1451 for the HA and
0.1727 for the SA, when nodes are increased to 300. The performance of HA and
SA is reduced to 15.80% and 9.01%, respectively. The performance of the GA is also
degraded with the increase in network density from 0.2420 for 100 nodes to 0.2289 for
300 nodes. The GA has a relatively less degradation as compared to the HA and SA,
which is equal to 5.56% from 100 nodes to 300 nodes. Moreover, the AEDE performs
better than all the schemes. The AEDE has almost the same performance for all network
sizes. The EDE performs better than the HA, SA and GA; however, lower than the
AEDE. The performance of the EDE is also approximately the same under all network
sizes. The AEDE and EDE perform better under all scalability levels from 100 nodes
to 300 nodes because they have the capability to search the hidden areas of population
space by blending positive strengths of three individuals together. The multiple parallel
operations over four population spaces bring the true diversity and the global optimum
results under all network sizes.
Table 7 Scalability comparison of EDE and AEDE with other algorithms
Algorithm
AEDE
EDE
GA
SA
HA

100 nodes

150 nodes

200 nodes

250 nodes

300 nodes

0.2701
0.2599
0.2420
0.1890
0.1700

0.2698
0.2591
0.2410
0.1879
0.1685

0.2689
0.2589
0.2399
0.1867
0.1679

0.2681
0.2549
0.2391
0.1753
0.1553

0.2653
0.2541
0.2289
0.1727
0.1451

Figure 14 Comparison between EDE and AEDE with other algorithms under different sizes
of network topologies in IoT (see online version for colours)
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5 Conclusions
This paper addresses the critical issue of topology robustness of the scale-free networks.
It evaluates the proposed communication model for the IoT network that is the backbone
of any automation and smart cities. Conventional models are not appropriate for IoT
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networks due to the limited communication range and node’s degree of communication
of sensors. To overcome the aforementioned problems, a new modified BA model
is devised to generate scale-free topologies for IoT. Moreover, EDE and AEDE are
presented in this study to extract the topology information of nodes. They keep the
degree distribution of nodes same as previous. So, there is no cost of additional edge.
Moreover, a mechanism based on the geographical locations of IoT sensor nodes is
used to migrate the processing overhead from sensor nodes to backend servers. EDE
maintains the diversity in the solution space by using multi population approach, which
effectively converges towards the global optimum solution. On the other hand, the
AEDE is an adaptive algorithm, which changes the probabilities of multiple operations
dynamically without any manual intervention. Both algorithms are compared with well
known existing schemes: GA, SA and HA. The EDE improves topology robustness upto
7.13%, 31.6% and 41.8% as compared to GA, SA and HA, respectively. Whereas, the
AEDE has improved the topology robustness upto 11%, 35.3% and 45.4% as compared
to GA, SA and HA with better efficiency, respectively. The results prove that both
algorithms perform better in terms of all parameters: robustness, convergence speed
and global optimum results. The performance of the proposed algorithms is evaluated
on a large scale networks with increased number of network nodes and different edge
densities. The simulation results prove that both EDE and AEDE outperform benchmark
algorithms with a huge margin.
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